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nFront AD Disabler Overview

nFront AD Disabler is a Windows application that will automatically monitor and disable dormant
Windows Active Directory users.

Disabling accounts after a period of inactivity should be a standard security practice within your
organization. Furthermore it is a requirement of compliance initiatives like PCI and IRS 1075.

With nFront AD Disabler you never have to worry about dormant or inactive accounts
again.

Features:
o Determines last “true logon time” for all active directory accounts. In other words, it
scans across all domain controllers to get the correct last logon time for each user.
e Can disable accounts even though all domain controllers are not available at the time of
the query.
o Do not disabler system accounts like IUSR_<machine-name>.
Do not disable the built-in Administrator account.
Do not disable specific groups like a group for service accounts.
Generates local HTML reports.
Can email a PDF or HTML report of the dormant accounts to an Administrator.
Builds a CSV file of disabled accounts.
Maintains a running log of all accounts that have been disabled by nFront AD Disabler.
This log does not track accounts that have been disabled outside of nFront AD Disabler.
e Smart enough to skip accounts that you created yesterday whose last logon time is
“‘never.”

Limitations of the Evaluation Version

The evaluation version has the following limitations:
= Reports up to 3 inactive accounts
= Does not disable any dormant accounts

Installation

nFront AD Disabler is packaged in an MSI format. The software is installed and run on a domain
controller. It will run on a Windows 2000, Windows 2003 or Windows 2008 domain controller. A
Windows 2000 or Windows 2003 domain controller will require a download and install of the .NET
Framework 2.0 or later. You can get more information and download the latest Microsoft .NET
Framework at http://www.microsoft.com/net/.

The following screenshots outline the installation process. During installation you are prompted
with the configuration utility. To learn more about the configuration settings please see the
section of this document titled “Configuring nFront AD Disabler.”
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8 nFront AD Disabler
Welcome to the nFront AD Disabler Setup Wizard

The installer will guide you through the steps required to install nFront AD Disabler on your computer.

WARNING: This computer program is protected by copyright law and intermational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maxzimum extent possible under the law.

Cancel | < Back

{i¥ nFront AD Disabler '

Select Installation Folder

The installer will install nFront AD Disabler to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse"".

Folder:
C:\Program Files\nFront Security\nFront AD Disabler' Browse...

Disk Cost...

Install nFront AD Disabler for yourself, or for anyone who uses this computer:

{" Everyone

* Just me

Cancel < Back
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{i nFront AD Disabler 8

Confirm Installation

The installer is ready to install nFront AD Disabler on your computer.

Click "Next" to start the installation.

Cancel 2 Eack | ,Next> ........... ‘

{i¥ nFront AD Disabler

License Agreement

Please take a moment to read the license aareement now. If you accept the terms below, click "'l
Agree”, then "Next". Otherwise click "Cancel".

SOFTWARE LICENSE AGREEMENT é

THIS SOFTWARE LICENSE AGREEMENT (the “Agreement”™)
entered into by and between Altus Network Solutions, Inc., a Georgia
corporation (the “Licensor™), and the undersigned customer (the
“Licensee”) determines the rights and licenses granted to the Licensee in
the Licensed Software (heremafter defined) supplied by the Licensor
hereunder. ~

" | Do Not &gree | Agree

Cancel < Back MNext >

T T T e
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= nFront AD Disabler Configuration

See “Configuring nFront AD Disabler” section of this document for more information on the
settings in the tabbed configuration dialog.

-1 nFront AD Disabler

Installation Complete
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Configuring nFront AD Disabler

nFront AD Disabler can be configured during installation or later via a Start Menu shortcut.

nFront AD Disabler Configuration

Disable Old &ccounts | |
Ignore Unreachable Domain Controllers | |
Ignore System/Admin Accounts: v

0ld Account Age (in days): ISU
Reporting/Service Interval (in hours): |24

oK Cancel I Apply |

Disable Old Accounts If this box is not checked the software runsin a
“reporting only” mode.
report and a report via email but it will not disable
any dormant accounts that are identified.

Ignore Unreachable Domain Controllers | To get t he “ tealiderainl ast
controllers must be queried for each user account.
The report will list the names of any domain
controllers that were not reachable at the time of
the query.

Ignore System/Admin Accounts The built-in Administrator account is ignored.
Accounts that start with username IUSR_, IWAM _,
and SUPPORT_ are ignored also. The built-in
Administrator account is detected based on SID so
renamed built-in Administrator accounts will also

be ignored.

Old Account Age (in days) Accounts with a last logon time greater than the
time specified here will be declared as dormant
accounts.

Reporting/Service Interval (in hours) By default the service runs once per day.
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=10l x|
General FReporting I Groups To lgnore | Reqistration | Service I
Report From Address: Iinfo@nfrontsecurity. com
Report To Address: ladmin@nfrontsecurity. com
SMTP Host: {10.10.50.100)
SMTP Port 5
SMTP Usemame l
SMTP Password: |
Use SSL: | |
Report Type: IHTML j
oK I Cancel I Apply |

Report From Address The email address from which you wish to receive
email reports.

Report To Address The email address to which you wish to send
reports.

SMTP Host Your email server specified with an IP address or
DNS name.

SMTP Port Default port is 25. Other ports may be used.

SMTP Username / Password This is required only if your SMTP Host server
requires authentication.

Use SSL If enabled, the application connects to the SMTP
server using SSL.

Report Type Default reporting format is HTML. However you

may also receive reports as a PDF attachment.

nFront AD Disabler Configuration =0 x|

General | Reporting Groups To lgnore IHegistrationI

Active Directory Groups Groups To lanore
perators - ADDisablerSkip

Acout 0

W

Backup Operators
Cert Publishers
Distributed COM Users
Dnsédmins
DnsUpdateProxy

Domain Admins Remove |
Domain Computers

Domain Controllers

Domain Guests

Domain Users

Enterprise Admins

Group Policy Creator Owr, ;,I

_ o |
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Groups To Ignore

nFront AD Disabler Configuration

Generall Hepmtingl Groups To lgnore  Registration |Sewice|

Active Directory Groups

You should include groups of accounts that you
wish to skip here. It would be a good idea to skip
accounts used for services like Microsoft Exchange,
Sharepoint and SQL Server.

Evaluation

oK

Cancel |

Apply |

Registration

nFront AD Disabler Configuration

Generall Hepo:tingl Groups Tolgnorel Reaistration

Service Status:  Stopped

Start | Stop I F:estartl

A valid license code will enable nFront AD Disabler
to report more than 3 dormant accounts and
enable the ability to disable them.

ok |

Cancel I

Apply |

Service Tab
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Reporting

nFront AD Disabler maintains a robust reporting system. The product can email reports to an
administrator. It will also generate a local copy of the report.

Email Reporting

The system is designed to email reports to the “Report To Address” specified in the configuration.
The reports may be sent in an HTML email format or a PDF format. If there is an error sending
the report via email an event will be logged to the Application Log of the Event Viewer.

Example Report sent via email:

© ¢ "Front Security

Where Security & Solutions Intersect™

nFront AD Disabler Report

Date of Run: 10/23/2008 5:24:44 PM
Active User Accounts: 897

Settings:
Disable Old Accounts: True
Ignore unreachable domain controllers: False
Old Account Age (in days): 90
Reporting / Service Interval (in hours): 24
Report To Address joeadmin@nfrontsecurity.com
Report From Address info@nfrontsecurity.com
SMTP Server: 10.10.11.22

Users with a dormant account:

test981 1/28/2008 4:00:00 PM |dc50.lab5.nfrontlabs.local
test982 4/17/2008 1:57:23 PM |dc50.lab5.nfrontlabs.local Yes

test983 Never logged on dc50.lab5.nfrontlabs.local Yes
test984 Never logged on dc50.lab5.nfrontlabs.local Yes
test985 Never logged on dc50.1ab5.nfrontlabs.local Yes
test986 Never logged on dc50.lab5.nfrontlabs.local Yes
testo87 Never logged on dc50.1ab5.nfrontlabs.local Yes
test988 Never logged on dc50.1ab5.nfrontlabs.local Yes
test989 Never logged on dc50.1ab5.nfrontlabs.local Yes
test990 Never logged on dc50.1ab5.nfrontlabs.local Yes

Event when the mail server IP is not correct.

Copyright © 2010 nFront Security. All Rights Reserved.
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Event |

Date: 10/29/2008 Source: ADDisablerService 1+ l
Time: 11:41:31 AM Category: MNone

Type: Error Event|D: 0O + l
User: NAA

Computer: DC50

L.

For more information, see Help and Support Center at
http: //go.microsoft. com/fwlink /events. asp.

Data: % Bytes € Words

| oK I Cancel | Spply |

Local Reporting
nFront AD Disabler always generates 3 files in the c:\windows\system32\logfiles\AD Disabler
directory:

1. nFront-AD-Disabler-Report.html (a local copy of the report that is emailed)

2. nfront-ad-disabler-disabled-accounts.html (a running log of all accounts disabled by
NADD)

3. nfront-ad-disabler-disabled-accounts.csv (a running log of all accounts disabled by NADD
in a convenient CSV format)

Here is an example of the CSV file contents:

"test901","AccountDisabled, NormalAccount”,"7/1/2008 2:33:11 AM","dc50.lab5.nfrontlabs.local","12/31/1600 7:00:00 PM"
"test902","AccountDisabled, NormalAccount","7/1/2008 2:33:11 AM","dc50.lab5.nfrontlabs.local","12/31/1600 7:00:00 PM"
"test903","AccountDisabled, NormalAccount","7/1/2008 2:33:11 AM","dc50.lab5.nfrontlabs.local","12/31/1600 7:00:00 PM"
"test904","AccountDisabled, NormalAccount","7/1/2008 2:33:11 AM","dc50.lab5.nfrontlabs.local","12/31/1600 7:00:00 PM"
"test905","AccountDisabled, NormalAccount","7/1/2008 2:33:11 AM","dc50.lab5.nfrontlabs.local","12/31/1600 7:00:00 PM"

The CSV file is generated to help you in a case of a mistake. Suppose you forgot to tell NADD to
skip a group that contains 5000 users and now you must “re-enable” those accounts.

You can enable an account directly with the following command line syntax:
net user <username> /active:yes

Copyright © 2010 nFront Security. All Rights Reserved.
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To fully automate enabling accounts from the CSV file you can run the following VB script. Just
copy the following text into a file with a VBS extension. If you do not wish to “re-enable” all
accounts from the CSV file copy the CSV and VBS files to a new directory and edit the CSV file to
remove the accounts you do not wish to “re-enable.”

ovBScript file to read CSVallfadcduss faumldhere nabl e
dim fso,0bjCSVFile

const readOnly = 1, unicode = -1

set fso=CreateObject("Scripting.FileSystemObject")

set objCSVFile = fso.openTextFile("nfront - ad- disabler - disabled -

accounts.csv",readOnly,False,unicode)

Do while NOT objCSVFile.At EndOfStream
strLine = objCSVFile.Readline
firstDelimiter = instr(strLine,",")
if firstDelimiter<>0 then
userStr=mid(strLine, 2 firstDelimiter -3)
execStr="net user " & userStr & " /active:yes"
set objShell = CreateObject("WScript.Shell")
set objScriptExec = objShell.Exec(execStr)
wscript.echo userStr & " is enabled”
end if
Loop

objCSVFile.Close
set objCSVFile = Nothing
set fso = Nothing

Uninstallation

nFront AD Disabler may be removed via the Add/Remove Programs applet in the Control Panel.
Removing the application will remove the service and all corresponding files.

Troubleshooting

Here are some common troubleshooting steps you should consider:
o Check the Event Viewer application log on the server running the nFront AD Disabler
service.
Is the nFront AD Disabler service running?
Look at the local report file generated in the c:\windows\system32\logfiles\AD Disabler
directory.

You can have the nFront AD Disabler service generate a verbose debug file. To do so, set
HKLM\Software\nFront Security\AD Disabler\debug=1. Then stop and restart the nFront AD
Disabler service. The service will now build nfront-ad-disabler-debugger.txt file in the
windows\system32\logfiles directory.
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