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1.0 nFront Password Filter Overview 
nFront Password Filter provides a robust granular password policy system for Windows.  You 
may use it to enforce one or more very granular password policies.  The comprehensive policy 
settings allow you to increase network security by preventing the use of weak and easily hacked 
passwords.  Policies can target users that are organized into groups or OUs. 
 
Prior to August 2007 nFront Password Filter was sold as Passfilt Pro.   
 

1.1 Versions 
 
nFront Password Filter can be installed on domain controllers, member servers and desktops.  In 
all cases 32 and 64 bit machines are supported.  The same nFront Password Filter MSI package 
may be used on domain controllers, member servers or desktops.  The GPO template determines 
how the software performs (i.e. filters AD user passwords or passwords of local users on member 
servers or desktops). 
 
There are 2 versions for Domain Controllers.  Each version runs on domain controllers and filters 
password changes for users in the Active Directory: 
Á nFront Password Filter MPE (Multi-Policy Edition).  The MPE version allows you to 

have up to 6 different password policies in a single domain.  Each policy can apply to one 
or more global or universal security groups.  This is an ideal choice for those who want to 
promote strong passwords but do not feel they can enforce very restrictive policies 
across all user accounts.  nFront Password Filter MPE can be used to apply reasonable 
policies to most end-users and very restrictive policies against those higher privileged 
accounts with access to more secure information. 

 
Á nFront Password Filter SPE (Single Policy Edition).  The SPE version contains a 

single granular password policy that will be applied to all domain users. 
 
Client Support.  You can optionally deploy nFront Password Filter Client to domain 
workstations.  The client will provide password policy rules and more detailed reasons for 
password change failure if the user attempts a non-compliant password.  The client also 
has the option of dynamically gauging the strength of the userôs new password.   
 
If you do not wish to deploy client software you may wish to consider our add-on product 
nFront Web Password Change.  It is a web application that provides password policy 
rules and detailed failure messages to the end-user. 

 
There are 2 versions for Member Servers.  Each runs on a Member Server and filters password 
changes for users defined in the local SAM database: 
 
Á nFront Password Filter Single Policy Edition for Member Servers.  SPE for Member 

Servers allows you to filter the passwords of local accounts on member servers.  This 
may be a good solution on servers like database servers or extranet servers where you 
have many local accounts instead of the standard Administrator and guest account.  This 
version can be controlled via a GPO which is pushed to the member server or via a local 
GPO. 
 

Á nFront Password Filter Multiple Policy Edition for Member Servers.  MPE for 
Member Servers allows you to filter the passwords of local accounts on member servers.  
The version supports up to 3 different password policies.  The policies can target one or 
more local groups.  This version can be controlled via a GPO which is pushed to the 
member server or via a local GPO. 
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There is 1 version for Desktop machines.  It runs on a desktop (Windows XP or Windows 7) and 
filters password changes for users defined in the local SAM database: 
 
Á nFront Password Filter Desktop Edition.  This version filters the passwords of local 

accounts on Windows XP or Windows 7 desktops.  While it is rare to have more than the 
standard built-in accounts on desktops, this version will ensure any local account is 
compliant with a granular password policy.  This version can be controlled via a GPO 
which is pushed to the workstation or via a local GPO. 

 
 

мΦн ²ƘŀǘΩǎ bŜǿ 
What is new in Version 5.3.x? 

¶ The Windows 7 client has been modified to support the presentation of policy requirements for 
local logon when  the NPF-DE or NPF-SPEMS or NPF-MPEMS version is installed locally.  If there is 
no local installation of NPF the client will disable itself if the logon is local.  It will continue to 
work fine for domain logons.   

¶ Windows 2008 R2 now works correctly with Windows 7 (x86 and x64) clients and the option to 
allow administrative resets to bypass the nFront requirements.  If a password change is sourced 
from Windows 7 the Windows 2008 R2 system uses a very large number for the Boolean value 
for SetOperation.  The value should be a 1 for administrative resets and a 0 otherwise.  We have 
contacted Microsoft regarding this issue.  However, our programming modification now correctly 
handles the cases. 

¶ The limit of allowed special characters specified was increased from 12 to 32. 
 
What is new in Version 5.2.x? 

¶ The Windows 7 client has been modified to include an option to filter other credential providers.  
This eliminates multiple tiles at logon and unlock which sometimes appear if you run other 
credential providers. 

¶ The feature to check for 2 or more and 3 or more consecutive identical characters was modified 
ǘƻ ǘǊŜŀǘ ǳǇǇŜǊ ŀƴŘ ƭƻǿŜǊŎŀǎŜ ŎƘŀǊŀŎǘŜǊǎ ŀǎ ƛŘŜƴǘƛŎŀƭΦ  Lƴ ƻǘƘŜǊ ǿƻǊŘǎ ΨŀΩ ŀƴŘ Ψ!Ω ŀǊŜ ǘǊŜŀǘŜŘ ŀǎ 
ƛŘŜƴǘƛŎŀƭ ŀƴŘ ŀ ǇŀǎǎǿƻǊŘ ƻŦ Ψ!ŀǊŘǾŀǊƪΩ ǿƻǳƭŘ ōŜ ŎƻƴǎƛŘŜǊŜŘ ǘƻ ƘŀǾŜ н ƻǊ ƳƻǊŜ ŎƻƴǎŜŎǳǘƛǾe 
identical characters. 

 
What is new in Version 5.1.x? 

¶ The filter has been modified to ignore the krbtgt account (See Microsoft KB article 2549833).   

¶ nFront Password Filter client was modified to correct an issue with Citrix VDA interoperability.  
Citrix logs the user in using a UPN and the UPN was not correctly handled by the nFront Client.  
This issue only affected Windows XP workstations with Citrix VDA. 

¶ Some component debug settings and logfiles were modified to better assist with troubleshooting 
client interaction. 

¶ Multiple language support was added for the Password Strength Meter.  It now displays in 
English, German, French, Italian and Spanish. A client side language DLL was added  
and future languages may be added by simply deploying a new language DLL. 
The Windows 7 client was modified to allow filtering of all other credential providers (instead of 
filtering only the Microsoft credential provider).  This may be needed if you run other credential 
ǇǊƻǾƛŘŜǊǎ ǘƘŀǘ ǇǊŜǎŜƴǘ ǘƘŜ ǳǎŜǊ ǿƛǘƘ ƳǳƭǘƛǇƭŜ άǘƛƭŜǎέ ƻƴ ǘƘŜ ƭƻƎƻƴ ƛƴǘŜǊŦŀŎŜΦ  Lǘ ƛǎ ƻƴƭȅ ŀƴ ƛǎǎǳŜ ƛŦ 
you run additional credential providers. 

 

What is new in Version 5.0.x? 

¶ Version 5.0 introduces multiple policy support for member servers. 

¶ The license check thread was modified to reduce performance impact on Windows 2008 servers.   
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¶ ƴCǊƻƴǘ tŀǎǎǿƻǊŘ CƛƭǘŜǊ Ŏŀƴ ƴƻǿ ōƭƻŎƪ ǘƘŜ ǳǎŀƎŜ ƻŦ άǎƛƳƛƭŀǊέ ǇŀǎǎǿƻǊŘǎΦ  tŀǎǎǿƻǊŘǎ ǘƘŀǘ ƳŀǘŎƘ 
more than XX characters of a prior password can be rejected. Passwords that do not contain a 
minimum number of different characters may also be rejected. 

¶ nFront Password Filter can reject passwords with more than 3 characters from the same 
character set. 

¶ The nFront Group Filter service was modified to exclude computer accounts when targeting an 
OU.  This had no effect on the operation of nFront Password Filter but resulted in extraneous 
items on the report generated by the nFront Password Expiration Service. 

¶ The nFront Password Filter and nFront Password Expiration service are packaged with a new 
installer.  The result is a better installation system that makes upgrades easier. It also blocks the 
installation of the 32-bit version on x64 servers.   

 

For a more detailed version history see the Appendix for Detailed Version History. 
 

1.3 Notes to Evaluators 
 

Á You need a Windows 2000, 2003 or 2008 domain controller to test nFront Password 
Filter MPE.  You can test nFront Password Filter SPE or MPE for Member Servers on a 
standalone member server or a member server that is part of a domain. 

Á What do you wish to achieve with this software?  Define you test scenarios and expected 
output before you get started. 

Á Do you have a formal written password policy?  If so, scan the group policy settings.  If 
you need assistance configuring the policies to enforce your written policy give us a call 
at 404-348-4678. 

Á Start simple and then progress until you have all of your policies defined.  Once you have 
a successful Default Policy, move to Policy 1, etc. 

Á You can use the command line and batch files to expedite your testing 
 
Command line syntax to create 10,000 user accounts: 
 

For /L %i IN (1,1,10000) DO net user test%1 valid_password  /add  

 
Command line syntax to change a password: 
 

net user test1 abc  

 
You may wish to create a batch file and desktop shortcut to it for updating the group policies in 
Windows 2000.  Simply put the secedit syntax into a .bat or .cmd file. 
 

secedit /refreshpolicy machine_policy  

 
Á Use Appendix A and B to help you with your policy design and to document the policies 

as you test them.  Also, make use of the troubleshooting guide in Section 9.0. 
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1.4 Overview of Features 
 
nFront Password Filter includes the following policy settings.  nFront Password Filter MPE has a 
default policy and up to five additional policies.  nFront Password Filter MPE policies can be 
applied or excluded based on membership in global groups. 
 
nFront Password Filter allows you to control the following for each policy: 
Á Minimum number of characters in password. 
Á Maximum number of characters in password. 
Á **Maximum password age 
Á **Email users password expiration warnings. 
Á ***Reject a new password that matches the old password by more than X characters 
Á ***Reject a new password that does not differ from an old password by X characters 
Á Ensure passwords contain characters from a minimum number of the following four 

categories: (1) numeric characters (2) upper case characters (3) lower case characters 
(4) non-alphanumeric characters. 

Á Minimum and maximum number of numeric characters (0-9) 
Á Minimum and maximum number of upper case characters (A-Z) 
Á Minimum and maximum number of lower case characters (a-z)  
Á Minimum and maximum number of alpha characters (a-z or A-Z) 
Á Minimum and maximum number of non-alpha characters 
Á Minimum and maximum number of special (i.e. non-alphanumeric) characters  
Á Minimum and maximum number of spaces. 
Á Restrict Special character set to 12 or less specific special characters 
Á Reject passwords containing vowels (a,e,i,o,u and y in upper or lower case) 
Á Reject passwords with consecutive identical characters (e.g. aa, bb, etc.) 
Á Reject passwords with 3 consecutive identical characters (e.g. aaa, bbb, etc.) 
Á Reject passwords with 3 consecutive identical characters from the same character set. 
Á Reject non-ASCII characters (i.e. foreign language characters) 
Á Reject passwords that begin with a number. 
Á Reject passwords that end with a number. 
Á Reject passwords that being with a special character. 
Á Reject passwords that end with a special character. 
Á Force passwords to contain a number in a specific position. 
Á Force passwords to contain a special character in a specific position. 
Á Reject passwords that do not contain a special character with the first X characters. 
Á Reject passwords that contain any portion of the userôs full name. 
Á Reject passwords that contain the username within any portion of the password. 
Á Check the userôs proposed new password against a customizable dictionary. 
Á Search the dictionary looking for a case-insensitive exact match or a case-insensitive 

substring match (i.e. dictionary word is found anywhere within the password). 
Á ** Apply the policy to multiple security groups or OUs.  Nested groups are supported. 
Á ** Exclude multiple security groups or OUs from the policy.  Nested groups are 

supported. 
Á ** Apply or exclude policy from users with non-expiring passwords. 
 
** Only applies to MPE version. 
*** Only works if the password change is made via the nFront Password Filter client or nFront 
Web Password Change. 

 
1.4.1 The logic behind multiple policies (MPE version only) 

nFront Password Filter MPE provides a default policy and 3 to 5 others.  You should use the 
default policy to implement the most unrestrictive policy that will apply to all Domain Users.  
Certain global groups can be excluded from the policy (like groups for service accounts).  Use 
Policy 1, Policy 2, etc. to implement more restrictive policies for IT staff, executives, financial staff, 
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etc.  People with access to sensitive data and resources should have stronger passwords.  Also, 
if you are using a RADIUS server or Cisco LEAP authentication server, your wireless userôs 
passwords are vulnerable to a dictionary or brute force attack.  A dictionary check for those users 
would be ideal. 
 
The application of password filtering policies works just like permissions within the file system.  
You first decide who gets the policy.  Then you decided if any users who will get the policy should 
be excluded.  Remember this: ñThe only time you need to exclude a group is when members of 
that group are already included.ò   
 
If a user is a member of three groups and each has a different policy applied, the user must 
select a password that complies with all three policies.  You must take this into account with your 
policy design. 
 
1.4.2 The Message Box for Rejected Passwords 

If a userôs password is rejected by nFront Password Filter, the user will get the generic Windows 
message box stating: 
 

ñYour password must be at least X characters long and cannot repeat any of your 
previous X passwords.  Please type a different password.  Type a password that 
meets these requirements in both text boxes.ò 

 
This message is generated by the msgina.dll on each local client.   
 
To present the user with a list of password policy rules and a better failure message, 
consider deploying the optional nFront Password Filter Client to some or all client 
workstations.  Please reference Section 9 for more information. 
 

1.5 Information about your Evaluation Copy. 
 
The evaluation code is listed in the email you received after downloading the software. 
 
The evaluation code unlocks the software until the expiration date.  If you have not purchased 
and registered your copy of nFront Password Filter, you should be aware of the following: 
 
Á AFTER THE EXPIRATION DATE ALL PASSWORD CHANGES WILL NOT BE 

FILTERED. 
 
Á YOU CAN PURCHASE THE PRODUCT AND ENTER THE REGISTRATION 

INFORMATION WITHOUT REBOOTING OR RE-LOADING THE DLL. 
 
THE EVALUATION VERSION IS FULL FEATURED AND 100% OPERATIONAL UNTIL THE 
EXPIRATION DATE. 
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1.6 List of files included with nFront Password Filter 
 

Filename Purpose 

nFront Password Filter.msi Installation file. Contains ppro.dll, ppro-eng.dll, ADM 
templates, dictionary file, group filter service file, password 
policy service file and documentation. 

nFront Password Filter x64.msi x64 version of filter. 

nFront Password Filter Client.msi Optional package for domain workstations. 

nFront Password Filter Client 
x64.msi 

x64 version of client. 

nFront Password Expiration 
Service.msi 

Service to handle different password aging policies.  To be 
installed on a single DC and only applies if using nFront 
Password Filter MPE. 

nFront Password Filter 
Documentation.pdf 

This document. 
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2.0 Installing nFront Password Filter 
 
Please note there are not different MSI packages for domain controllers, member servers and 
desktops.  You will install the 32-bit or 64-bit MSI package on the target domain controllers, 
member servers or workstations.  Then you will load the correct GPO for the version you wish to 
control.  It is the GPO template that determines how the filter engine behaves and the type of 
operating system on which it will run.   
 
The instructions in this document will focus on installing nFront Password Filter MPE for domain 
controllers.  Where appropriate, instructions are given for other versions and operating systems. 
 
2.1 Deployment Overview 

Below is a graphic overview of the deployment process.  The remaining portion of this section will 
give detail of the installation and section 3 will cover the configuration options.  
 

Domain Controller

Member Server

or

Desktop

Install 32-bit or 64-bit nFront Password Filter 

MSI package.

¶ Create GPO in Active Directory

¶ Load the correct template for the version you 

wish to control.

¶ Configure the password policy rules.

¶ Link to Domain Controllers OU to filter 

passwords for AD users.

¶ Link to an OU with member servers or 

workstations to filter passwords for local users.
 

 
 
2.2 Make sure you disable Windows password complexity if enabled 

If your nFront Password Filter settings will be less restrictive than the Microsoft complexity rules, 
you should disable Microsoftôs password filter if you have enabled it.  Generally, the Microsoft 
password complexity is enabled by default on Windows Server 2003 and 2008 but not on 
Windows 2000. 
 

1. Start + Programs + Administrative Tools + Domain Security Policy + Security Settings + 
Account Policies + Password Policy 

2. Disable policy for ñPasswords must meet complexity requirementsò (Figure 2.2.1). 
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Figure 2.2.1: Disabling Microsoft password complexity check 

 
2.3 Run nFront Password Filter Installer 

Double-click the nFront Password Filter.MSI file to run the installation wizard.  Be sure to run the 
x64 version if you are installing on an x64 server.  You will see the screens displayed in figures 
2.3.1 through 2.3.6. 
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Figure 2.3.1: Installation screen 1. 

 

Figure 2.3.2: Installation screen 2. 

 

 

Figure 2.3.3: Installation screen 3. 
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Figure 2.3.4: Installation screen 4. 

 

 

Figure 2.3.5: Installation screen 5. 
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Figure 2.3.6: Installation screen 6. 

 
 
You must restart for the operating system to load the password filter DLLs on boot.  You can say 
No to the optional restart and reboot at a later time.   
 
 
2.4 Load the group policy template 

The ADM template provides group policy settings to configure and register nFront Password 
Filter.  Choose the correct ADM template for the version you wish to test or deploy.  On 
domain controllers you will load nFront-Password-Filter-mpe.adm or nFront-Password-Filter-
spe.adm.   
 
The ADM template adds a registry key (HKLM\Software\Policies\Altus\PassfiltProXXX where XXX 
is the version) on all domain controllers and/or member servers and workstations.   
 

Template Purpose 

nFront-Password-Filter-mpe.adm Settings for nFront Password Filter 
Multiple Policy Edition 

nFront-Password-Filter-spe.adm Settings for nFront Password Filter SPE 
for Domain Controllers 

nFront-Password-Filter-spe-member-server.adm Settings for nFront Password Filter SPE 
for Member Servers 

nFront-Password-Filter-mpe-member-server.adm Settings for nFront Password Filter MPE 
for Member Servers 

nFront-Password-Filter-de.adm Settings for nFront Password Filter 
Desktop Edition 

 
 

IMPORTANT NOTE:  On domain controllers the nFront Password Filter  GPO 

should be created via ADUC or GPMC and li nked to  the Domain Controllers 

container.  To distribute nFront Password Filter  settings to member servers 

and workstations, the member server and workstation template may be 

loaded into a GPO that is linked to the OU containing the member servers or 

works tations.   

 

IMPORTANT NOTE: To deploy to a single member server (standalone or 

domain member) you can use the local GPO editor, GPEDIT.MSC.  Y ou can 

use Start + Run and gpedit.msc + load the ADM template under Computer 

Configuration + Administrative Templa tes.   
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2.4.1 Create a GPO via ADUC (Windows 2000/2003) 

If you are running Windows 2008 or if you have loaded GPMC on Windows 2000/2003 skip to the 
next section to see how to create a GPO using ADUC. 
 
If you using the GPO to control nFront Password Filter on member servers or desktops you will 
perform the same steps below.  However, you will create and link the GPO on the OU containing 
the member servers or desktops on which nFront Password Filter is installed. 
 
Launch Active Directory Users and Computers (dsa.msc) for your Windows 2000 / 2003 domain.   
Highlight the Domain Controllers container for your domain, right-click and choose Properties.  
Select the Group Policy tab and click New.  Give the new policy a name you will recognize like 
ñnFront Password Filter 3.5.0ò (Figure 2.4.1.A).  Edit the policy you just created.  This launches 
the Group Policy Editor.  In the Group Policy Editor, drill down to Computer Configuration + 
Administrative Templates.  Right-click Administrative Templates and choose Add/Remove 
Templates (Figure 2.4.1.B).  The Add/Remove Templates dialog box will appear (Figure 2.4.1.C).   
 

 

Figure 2.4.1.A: Creating a new GPO for nFront Password Filter. 
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Figure 2.4.1.B: Add ADM template to nFront Password Filter policy 

 
 

 

Figure 2.4.1.C: Add/Remove Templates dialog box 

 
Click on Addé to add the nFront-Password-Filter-mpe.adm template.  You should see all nFront 
Password Filter templates in the default c:\windows\inf search folder.  This example shows the 
selection of nFront-Password-Filter-mpe.adm (Figure 2.4.1.D).  
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Figure 2.4.1.D: Add nFront-Password-Filter-mpe.adm template 

 
 

Click on Close to complete the addition of the nFront-Password-Filter-mpe.adm template.  You 
should now see a ñnFront Password Filter ï Multipolicy Editionò folder under Administrative 
Templates (Figure 2.4.6).  Please note the policy will appear under Classic Administrative 
Templates in the GPMC Editor in Windows 2008 (Figure 2.4.6b). You can now proceed to the 
next section to configure nFront Password Filter settings.   
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Figure 2.4.1.E: nFront Password Filter MPE Settings on Windows 2003. 

 
NOTE: BECAUSE OF REPLICATION, YOU ONLY NEED TO LOAD THE ADM TEMPLATE ON 
ONE DOMAIN CONTROLLER 
 

2.4.2 Create a GPO via GPMC (Windows 2008 or Windows 2000/2003 with GPMC) 

If you using the GPO to control nFront Password Filter on member servers or desktops you will 
perform the same steps below.  However, you will create and link the GPO on the OU containing 
the member servers or desktops on which nFront Password Filter is installed. 
 
If you are running Windows 2008 or if you have loaded GPMC on Windows 2000/2003 you will 
need to use GPMC to create the GPO.  Start + Run + GPMC.MSC + expand the domain until you 
see the Domain Controllers container + right-click + select ñCreate a GPO in this domain, and 
Link it hereéò.   
 

 

Figure 2.4.2.A: Creating a new GPO for nFront Password Filter. 
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Give the GPO a clever name.  
 

 

Figure 2.4.2.B: Naming the new GPO 

 
 

The new GPO will appear on the right pane. Right-click and select Edit. 
 
 

 

Figure 2.4.2.C: Edit the new GPO 

 
 

IMPORTANT NOTE: The GPO should always be linked to the Domain Controllers OU 

(unless you are filtering local passwords on member servers or desktops) and you 

should never edit the permissions on the GPO.  You determine how  policies apply 

within the nFront settings and not via security permissions on the GPO.  
 
In the Group Policy Management Editor, drill down to Computer Configuration + Policies + 
Administrative Templates.  Right-click Administrative Templates and choose Add/Remove 
Templates.  The Add/Remove Templates dialog box will appear. 
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Figure 2.4.2.D: Add ADM template to nFront Password Filter policy 

 
 

Click the Add button. 
 

 

Figure 2.4.2.E: Add/Remove Templates dialog box 

 
 

Select the correct template for the version you wish to install and click the Open button. 
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Figure 2.4.2.F: Select the correct template 

 
 
Click on Close to complete the addition of the template.  You should now see a ñnFront Password 
Filter ï MPEò folder under Classic Administrative Templates (ADM).  
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Figure 2.4.2.G: Add/Remove Templates dialog box 

NOTE: BECAUSE OF REPLICATION, YOU ONLY NEED TO LOAD THE ADM TEMPLATE ON 
ONE DOMAIN CONTROLLER 

 
 

2.5 Configure nFront Password Filter settings 

See section 3.0 of this document.   
 
2.6 Customize the dictionary.txt file (optional) 

Perform this step only if you plan to use the dictionary checking feature and need to customize 
the dictionary.txt file. 
 
The installer copies the supplied dictionary.txt file to the %systemroot%\system32 directory on 
each domain controller.  nFront Password Filter uses this directory as the default location. 
However, you can modify nFront Password Filter to read the dictionary from the Netlogon share.  
If you modify the dictionary in the %systemroot%\sytem32 directory, please copy the modified file 
to the system32 directory on all domain controllers.  If using the dictionary.txt from the Netlogon 
share, you simply modify the file directly from the Netlogon share.  Once saved, the file will be 
replicated among all domain controllers. 
 
2.7 Optionally force immediate update of the group policy 

Group policies update every 90 minutes plus or minus a 30 minute random offset for clients.  The 
Domain Controller policies replicate every 5 to 15 minutes.  If you cannot wait five minutes or you 
are testing in a lab environment and need immediate replication, open a command window and 
type: 
 

Windows 2000 :  
secedit /refreshpolicy machine_policy  


