© 20007 2011 nFront Security.
All Rights Reserved.

nFront Security, the nFront Security logo and nFront
Password Filter are trademarks of Altus Network
Solutions, Inc. All other trademarks or registered
trademarks are the property of their respective owners.

Copyright © 2011 nFront Security. All Rights Reserved.

@ "Front Security

Where Security & Solutions Intersect™

nFront Password Filter

Multiple Policy Edition for Domain Controllers
Single Policy Edition for Domain Controllers
Single Policy Edition for Member Servers
Multiple Policy Edition for Member Servers
Desktop Edition

Version 5.3.0

Documentation



Contents

1.0 nFront Password Filter OVEIVIEW ..........eciiiiiiiiiiiiiiieee et e e e e e e s saebeeeeaae e e s ennees 2
YT o L PSSP PT PRSP 2
1.2 WH @t 0.8 N B M e s 3
1.3 NOES t0 EVAIUALOIS .....eeiiiiiii ittt ettt e e e e ettt e e e e e st e e e e e e e e s annnreeeeaaeeeas 4
1.4 OVEIVIEW Of FEAIUIES ....oiii ittt ettt e e e e e st e e e e e e e e s annbnreeeeaaee s 5

1.4.1 The logic behind multiple policies (MPE Version only) .........cccoocvvveiiiiiieiiiiiee e 5
1.4.2 The Message Box for Rejected PasSWOrdS ...........coouviieiiiiireiniiiie e 6
1.5 Information about your Evaluation COPY.........ccoiuuiiiiiiiiieiiiiiie et et e et e e seneee e 6
1.6 List of files included with nFront Password Filter..........ccccooviiiiiiiiiiin e 7
2.0 Installing NFront PassSWord FIlEr .........cooiiiiiiiiiiieee e 8
2.1 DEPIOYMENT OVEIVIEW ...uveeiieeeieiiiiiiieeee e e s ettt e e e e e s sssta e e e e e e e s snstataeeeaaessssntraaneeaeeseansnsenneees 8
2.2 Make sure you disable Windows password complexity if enabled ...........ccccccceeeeviiiivnnnnn. 8
2.3 Run nFront Password Filter INStAllEr..........c.ooiiiiiieeice e 9
2.4 Load the group POlICY tEMPIALE ......eveeeeeeiieieeeeeeeeeeee ettt e e eeeeeeeeeeeeeeeeeessesessseseseeerenene 12
2.4.1 Create a GPO via ADUC (Windows 2000/2003) .......cuuueerereeererererereeeeenerereresssesereenrenens 13
2.4.2 Create a GPO via GPMC (Windows 2008 or Windows 2000/2003 with GPMC).......... 16
2.5 Configure nFront Password Filter SEttiNGS ........ccovviiiiiiiiiieiieeee e 20
2.6 Customize the dictionary.txt file (Optional) ...........ocoeiiiiiiiiii e 20
2.7 Optionally force immediate update of the group PoliCY ........ccceeiiiiiiiiiiiiiie e 20
2.8 Optionally deploy the nFront Password Filter Password Expiration Service (MPE Only) 21
3.0 Configuring NFront PasswWord Filter ...t 22
3.1 Navigate to nFront Password Filter settings (via local or AD GPO).......ccccceeeiiiiiiiiiiiiennn. 22
3.2 Configure Registration SENGS ... s 23
3.3 Configure General Configuration SEttNGS ........ccoceoiiiiiiiiiii e 23
3.4 Configure Password POlICY SENGS .......uuuui s 26
3.5 Configure Password Expiration Settings (MPE ONly) ......oooiiiiiiiiiic e 37
3.5.1 Working with the nFront Password EXpiration SErviCe ............cccovveveiniieniiniieeeiiiieenn 40
R T2 Moo [o 1 oo [OOSR UPPPP PP 40
3.5.3 Example AdmINiStrative REPOIT........cooiuiiiiiiiiiie it 42
3.5.4 Example EmMail t0 ENA-USEI: ......coouiiiiiiiiiiieiiiie ettt 43
3.6 Optionally configure nFront Password Filter Client POliCY ..........ccccveveeiiiiiiiiee s 44
3.7 Notes on the dictionary checking features ... 44
3.8 Force immediate update of the group POLICY ........ueeei 45
4.0 Uninstallation INSTIUCTIONS ..oooiiieieiiee et e e e e s s r e e e e e e e e nneeneeeas 46
4.1 Delete the nFront Password Filter GPO..........cocciiiiiiiiic e 46
4.2 RUN UNINSTAITALION ...ttt 47

5.0 Verifying your Registration of nFront Password Filter ........cccccciiiiiiiiiieeeee 48

6.0 UPQGrade INSIIUCTIONS ....oiiiiiiiie ittt e et e e e bt e e e st b e e e s abbeeeeanes 51

AL aa] o1 X=T g aT=T = LA Lo o T © U T Yo L= P PPPPPPPRS 53

7.1 Windows 2000 ADSI Script to force users to change passwords ..........cccccvvveeeeiiieeeennns 54

S JL0 I I o 10T o] =2] o To Yo ) {1 o Lo PSPPIt 55

S I @ .4 o 4 T = 1] o] =T 4 1S SRR 55
8.2 SaMPIE DEIDUQG FilE ....eeiiiiie e 56

9.0 The nFront Password Filter CHIENt ...........uviiiiie s r e nrerer e e e e 59

9.1 TECNNICAI OVEIVIEW......eeiiiiiii ettt et e e e et e e e e e e e et e e e e e e e e e e e e annbeeeeeas 62
0.0, 1 COMPONENES ...ttt s 62
9.1.2 Rules displayed by nFront Password Filter Client ... 62
9.1.3 Multiple DOM@IN SUPPOIT ....cceiiiiiiiiiiie ettt e e et e e e e e st e e e e e e s e snnbeeeeaaeeeaaannnes 63
9.1.4 Multiple Language SUPPOIT .........euteiiiiieaeiiitiee ettt e e e et e e e e e e s e sabbeaeeeaeeeaannees 63
9.1.5 GINA CRAINING .ttt ettt e e s st e e e sbe e e e e anbbeeeesbbeeeeane 63
9.1.6 KNOWN LIMIEALIONS ....uvviiiiieeeiiiiiiiie e e sttt e e e e s s st e e e e e e e st e e e e e e e snnnananeeeaeessannnnnnnees 63

S 2 [ 1S3 = 11 = 11T o S 64
SRl O] a1 1o U] = 110 o [P PRPPPPRRPN 69

Copyright © 2011 nFront Security. All Rights Reserved.



Lo I I (0T o] 1=T o o) ] o SRR 73

Lo IR a1 1S3 = T Vo [ PSR 77
10.0 Purchase Information.......... 78
11.0 Support / Contact INTOrMatioN.......ccuviiiiie e s e e e e e e s nnnes 78

NOTE: Please report any problems with this document to
feedback@nFrontSecurity.com. Your feedback is important and we sincerely appreciate
your help.

Copyright © 2011 nFront Security. All Rights Reserved.



nFront Password Filter Documentation 2

1.0 nFront Password Filter Overview

nFront Password Filter provides a robust granular password policy system for Windows. You
may use it to enforce one or more very granular password policies. The comprehensive policy
settings allow you to increase network security by preventing the use of weak and easily hacked
passwords. Policies can target users that are organized into groups or OUs.

Prior to August 2007 nFront Password Filter was sold as Passfilt Pro.
1.1 Versions

nFront Password Filter can be installed on domain controllers, member servers and desktops. In
all cases 32 and 64 bit machines are supported. The same nFront Password Filter MSI package
may be used on domain controllers, member servers or desktops. The GPO template determines
how the software performs (i.e. filters AD user passwords or passwords of local users on member
servers or desktops).

There are 2 versions for Domain Controllers. Each version runs on domain controllers and filters
password changes for users in the Active Directory:

A nFront Password Filter MPE (Multi-Policy Edition). The MPE version allows you to
have up to 6 different password policies in a single domain. Each policy can apply to one
or more global or universal security groups. This is an ideal choice for those who want to
promote strong passwords but do not feel they can enforce very restrictive policies
across all user accounts. nFront Password Filter MPE can be used to apply reasonable
policies to most end-users and very restrictive policies against those higher privileged
accounts with access to more secure information.

A nFront Password Filter SPE (Single Policy Edition). The SPE version contains a
single granular password policy that will be applied to all domain users.

Client Support. You can optionally deploy nFront Password Filter Client to domain

workstations. The client will provide password policy rules and more detailed reasons for

password change failure if the user attempts a non-compliant password. The client also

has the option of dynamically gauging the strength oftheus er 6 s new passwor d.

If you do not wish to deploy client software you may wish to consider our add-on product
nFront Web Password Change. It is a web application that provides password policy
rules and detailed failure messages to the end-user.

There are 2 versions for Member Servers. Each runs on a Member Server and filters password
changes for users defined in the local SAM database:

A nFront Password Filter Single Policy Edition for Member Servers. SPE for Member
Servers allows you to filter the passwords of local accounts on member servers. This
may be a good solution on servers like database servers or extranet servers where you
have many local accounts instead of the standard Administrator and guest account. This
version can be controlled via a GPO which is pushed to the member server or via a local
GPO.

A nFront Password Filter Multiple Policy Edition for Member Servers. MPE for
Member Servers allows you to filter the passwords of local accounts on member servers.
The version supports up to 3 different password policies. The policies can target one or
more local groups. This version can be controlled via a GPO which is pushed to the
member server or via a local GPO.

Copyright © 2011 nFront Security. All Rights Reserved.



nFront Password Filter Documentation 3

There is 1 version for Desktop machines. It runs on a desktop (Windows XP or Windows 7) and
filters password changes for users defined in the local SAM database:

A nFront Password Filter Desktop Edition. This version filters the passwords of local
accounts on Windows XP or Windows 7 desktops. While it is rare to have more than the
standard built-in accounts on desktops, this version will ensure any local account is
compliant with a granular password policy. This version can be controlled via a GPO
which is pushed to the workstation or via a local GPO.

MbdH 2 KL GQa bSs
What is rew in Version 53.x?

1 TheWindows 7 client has been modifiéd support the presentation of policy requirements for
local logon when the NFIBEor NPFSPEMS or NRWPEMS version is instadldéocally. If there is
no local installation of NPF theient will disable its# if the logon is locallt will continue to
work fine for domain logons.

1 Windows 2008 RRow workscorrectly with Windows 7 (x86 and4) cliensand the option to
allow administrative resets to bypass the nFront requiremerifsa password change is sourced
from Windows 7 the Windows 2008 R2 system uses a very large number fBotieanvalue
for SetOperation. The valighouldbe a 1 for administrative resets and atherwise. We have
contacted Microsoft regarding this issue. However, our programmriadification now correctly
handles the cases.

1 Thelimit of allowed special characters specifieds increased from 12 to 32.

What is rew in Version 52.x?

1 TheWindows 7 client has been modified to include an option to filter other credential providers.
This eliminates multiple tiles at logon and unlock which sometimes appear if you run other
credential providers.

1 The feature to check fa2 or more and 3 or more consecutive identical characters was modified
G2 GNBFG dzLILISNI FyR f26SNOIFasS OKFENIOGSNAR a ARSYyGA
ARSYGAOIE YR | LIaag2NR 2F W' I NROFNJeQ ¢2dzft R 6S O
identical characters.

<,

What is new in Version 5.1.x?

1 The filter has been modified to ignore the krbtgt account (See Microsoft KB article 2549833).

1 nFront Password Filter client was modified to correct an issue with Citrix VDA interoperability.
Citrixlogs the user in using a UPN and the UPN was not correctly handled by the nFront Client.
This issue only affected Windows XP workstations with Citrix VDA.

1 Some component debug settings and logfiles were modified to better assist with troubleshooting
cliert interaction.

1 Multiple language support was added for the Password Strength Meter. It now displays in
English, German, French, Italian and Spanish. A client side language DLL was added
and future languages may be added by simply deploying a new lanfldge
The Windows 7 client was modified to allow filtering of all other credential providers (instead of
filtering only the Microsoft credential provider). This may be needed if you run other credential
LINE A RSNE GKIFG LINBaSyd K Sl k& SiNg FA Y KA yWiHdS N ILD S ¢ (LA
you run additional credential providers.

What is new in Version 5.&7?
1 Version5.0introduces multiple policy support for member servers.
1 The license check thread was modified to reduce performance ingrat¥indows 2008 servers.
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f YCNRyYyU(G tlFaag2NR CAfGSNI Oly y2¢ o0f20]1 GKS dzal3sS 27
more than XX characters of a prior password can be reje@aslswords that do not contain a
minimum number of different characters mayso be rejected.

1 nFront Password Filter can reject passwords with more than 3 characters from the same
character set.

1 The nFront Group Filter service was modified to exclude computer accounts when targeting an
OU. This had no effect on the operation &rant Password Filter but resulted in extraneous
items on the report generated by the nFront Password Expiration Service.

1 The nFront Password Filter and nFront Password Expiration service are packaged with a new
installer. The result is a better installat system thatmakes upgrades easidt also blocks the
installation of the 32bit version on x64 servers.

For a more detailed version history see the Appendix for Detailed Version History.

1.3 Notes to Evaluators

A You need a Windows 2000, 2003 or 2008 domain controller to test nFront Password
Filter MPE. You can test nFront Password Filter SPE or MPE for Member Servers on a
standalone member server or a member server that is part of a domain.

A What do you wish to achieve with this software? Define you test scenarios and expected
output before you get started.

A Do you have a formal written password policy? If so, scan the group policy settings. If
you need assistance configuring the policies to enforce your written policy give us a call
at 404-348-4678.

A Start simple and then progress until you have all of your policies defined. Once you have
a successful Default Policy, move to Policy 1, etc.

A You can use the command line and batch files to expedite your testing

Command line syntax to create 10,000 user accounts:

For /L %i IN (1,1,10000) DO net user test%1 valid_password /add
Command line syntax to change a password:

net user testl abc

You may wish to create a batch file and desktop shortcut to it for updating the group policies in
Windows 2000. Simply put the secedit syntax into a .bat or .cmd file.

secedit /refreshpolicy machine_policy

A Use Appendix A and B to help you with your policy design and to document the policies
as you test them. Also, make use of the troubleshooting guide in Section 9.0.

Copyright © 2011 nFront Security. All Rights Reserved.
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1.4 Overview of Features

nFront Password Filter includes the following policy settings. nFront Password Filter MPE has a
default policy and up to five additional policies. nFront Password Filter MPE policies can be
applied or excluded based on membership in global groups.

nFront Password Filter allows you to control the following for each policy:

A Minimum number of characters in password.

Maximum number of characters in password.

**Maximum password age

*Email users password expiration warnings.

***Reject a new password that matches the old password by more than X characters

***Reject a new password that does not differ from an old password by X characters

Ensure passwords contain characters from a minimum number of the following four

categories: (1) numeric characters (2) upper case characters (3) lower case characters

(4) non-alphanumeric characters.

Minimum and maximum number of numeric characters (0-9)

Minimum and maximum number of upper case characters (A-2Z)

Minimum and maximum number of lower case characters (a-z)

Minimum and maximum number of alpha characters (a-z or A-Z)

Minimum and maximum number of non-alpha characters

Minimum and maximum number of special (i.e. non-alphanumeric) characters

Minimum and maximum number of spaces.

Restrict Special character set to 12 or less specific special characters

Reject passwords containing vowels (a,e,i,o,u and y in upper or lower case)

Reject passwords with consecutive identical characters (e.g. aa, bb, etc.)

Reject passwords with 3 consecutive identical characters (e.g. aaa, bbb, etc.)

Reject passwords with 3 consecutive identical characters from the same character set.

Reject non-ASCII characters (i.e. foreign language characters)

Reject passwords that begin with a number.

Reject passwords that end with a number.

Reject passwords that being with a special character.

Reject passwords that end with a special character.

Force passwords to contain a number in a specific position.

Force passwords to contain a special character in a specific position.

Reject passwords that do not contain a special character with the first X characters.

Rej ect passwords that contain any portion

Reject passwords that contain the username within any portion of the password.

Check t he us e rwjpassword agpirstsacubtomizable dictionary.

Search the dictionary looking for a case-insensitive exact match or a case-insensitive

substring match (i.e. dictionary word is found anywhere within the password).

** Apply the policy to multiple security groups or OUs. Nested groups are supported.

** Exclude multiple security groups or OUs from the policy. Nested groups are
supported.

A * Apply or exclude policy from users with non-expiring passwords.

> > > > D>

I T By B Dy D B D D I I D I T D Dy By Dy D D D D

> >

** Only applies to MPE version.
*** Only works if the password change is made via the nFront Password Filter client or nFront
Web Password Change.

1.4.1 The logic behind multiple policies (MPE version only)

nFront Password Filter MPE provides a default policy and 3 to 5 others. You should use the
default policy to implement the most unrestrictive policy that will apply to all Domain Users.
Certain global groups can be excluded from the policy (like groups for service accounts). Use
Policy 1, Policy 2, etc. to implement more restrictive policies for IT staff, executives, financial staff,

Copyright © 2011 nFront Security. All Rights Reserved.
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etc. People with access to sensitive data and resources should have stronger passwords. Also,

if you are using a RADIUS server or Cisco LEAP auther
passwords are vulnerable to a dictionary or brute force attack. A dictionary check for those users

would be ideal.

The application of password filtering policies works just like permissions within the file system.

You first decide who gets the policy. Then you decided if any users who will get the policy should

be excluded. Remember this: AThe only time you need
that group are already included. 0o

If a user is a member of three groups and each has a different policy applied, the user must
select a password that complies with all three policies. You must take this into account with your
policy design.

1.4.2 The Message Box for Rejected Passwords
I f a user 6s pas sniwront Rhsswosd Fitteg, fhe uwsdr willigetlihg generic Windows
message box stating:

AYour password must be at | east X characters |l ong
previous X passwords. Please type a different password. Type a password that
meets these requirementsi n bot h text boxes. 0

This message is generated by the msgina.dll on each local client.
To present the user with a list of password policy rules and a better failure message,

consider deploying the optional nFront Password Filter Client to some or all client
workstations. Please reference Section 9 for more information.

1.5 Information about your Evaluation Copy.

The evaluation code is listed in the email you received after downloading the software.

The evaluation code unlocks the software until the expiration date. If you have not purchased
and registered your copy of nFront Password Filter, you should be aware of the following:
A AFTER THE EXPIRATION DATE ALL PASSWORD CHANGES WILL NOT BE
FILTERED.

A YOU CAN PURCHASE THE PRODUCT AND ENTER THE REGISTRATION
INFORMATION WITHOUT REBOOTING OR RE-LOADING THE DLL.

THE EVALUATION VERSION IS FULL FEATURED AND 100% OPERATIONAL UNTIL THE
EXPIRATION DATE.

Copyright © 2011 nFront Security. All Rights Reserved.
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1.6 List of files included witmFront Password Filter

Filename

Purpose

nFront Password Filter.msi

Installation file. Contains ppro.dll, ppro-eng.dil, ADM
templates, dictionary file, group filter service file, password
policy service file and documentation.

nFront Password Filter x64.msi

x64 version of filter.

nFront Password Filter Client.msi

Optional package for domain workstations.

nFront Password Filter Client
x64.msi

x64 version of client.

nFront Password Expiration
Service.msi

Service to handle different password aging policies. To be
installed on a single DC and only applies if using nFront
Password Filter MPE.

nFront Password Filter

Documentation.pdf

This document.

Copyright © 2011 nFront Security. All Rights Reserved.
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2.0 Installing nFront Password Filter

Please note there are not different MSI packages for domain controllers, member servers and
desktops. You will install the 32-bit or 64-bit MSI package on the target domain controllers,
member servers or workstations. Then you will load the correct GPO for the version you wish to
control. It is the GPO template that determines how the filter engine behaves and the type of
operating system on which it will run.

The instructions in this document will focus on installing nFront Password Filter MPE for domain
controllers. Where appropriate, instructions are given for other versions and operating systems.
2.1 Deployment Overview

Below is a graphic overview of the deployment process. The remaining portion of this section will
give detail of the installation and section 3 will cover the configuration options.

Domain Controller Install 32-bit or 64-bit nFront Password Filter
Member Server MSI package.
or
Desktop
1 Create GPO in Active Directory
1 Load the correct template for the version you

o

wish to control.

Configure the password policy rules.

Link to Domain Controllers OU to filter

passwords for AD users.

1 Link to an OU with member servers or
workstations to filter passwords for local users.

=A =4

2.2 Make sure you disable Windows password complexity if enabled

If your nFront Password Filter settings will be less restrictive than the Microsoft complexity rules,
youshoulddi sabl e Mi cr o §lterfif yob bavepeaabledit.oGerderally, the Microsoft
password complexity is enabled by default on Windows Server 2003 and 2008 but not on
Windows 2000.

1. Start + Programs + Administrative Tools + Domain Security Policy + Security Settings +

Account Policies + Password Policy
2. Disable policy for APasswords must22meet

Copyright © 2011 nFront Security. All Rights Reserved.
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Tﬁi Default Domain Security Settings 3 _-J_D_I ﬂ
File Action View Help
¢ » | AR XeB| @
@ Security Settings || Policy | Policy Setting
E] @ Account Policies [2%)Enforce password history 12 passwords remembered
@ Password Policy (28] Maximum password age 30 days
- ‘Z? Account Lockout Policy Minimum password age 1 days

-2 Kerberos Policy

- ¢ Local Policies

[+--2¢) Event Log

{8 Restricted Groups

(L8 system Services

L8 Reqgistry =
- (29 File System

@Y wireless Network (IEEE 802.1:
HI (7] Public Key Policies 2
4 >

Minimum password Iength
“Password must meet complexity requirements
.Store passwords using reversible encryption

Disabled
Disabled

<

3 characters

Figure 2.2.1: Disabling Microsoft password complexity check

2.3 Run nFront Password Filter Installer

Double-click the nFront Password Filter.MSI file to run the installation wizard. Be sure to run the

x64 version if you are installing on an x64 server. You will see the screens displayed in figures

2.3.1 through 2.3.6.

i'-.EJ nFront Password Filter x64 Setup

Welcome to the nFront
Password Filter x64 Setup
Wizard

The Setup Wizard will install nFront Password Filter x64 on
your computer, Click "™ext”™ to continue or "Cancel” to exit
the Setup Wizard,

X

I MNext > I

< Bach: Cancel

Copyright © 2011 nFront Security. All Rights Reserved.
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Figure 2.3.1: Installation screen 1.

{i% nFront Password Filter x64 Setup

End-User License Agreement

Please read the following license agreement carefully

SOFTWARE LICENSE AGREEMENT ﬂ

THIS SOFTWARE LICENSE AGREEMENT (the
“Agreement”) entered into by and between Altus Network Solutions,
Inc.. a Georgia corporation (the “Licensor™), and the undersigned
customer (the “Licensee™) determines the rights and licenses granted
to the Licensee in the Licensed Software (hereinafter defined)
supplied by the Licensor hereunder. L

{*' I accept the terms in the License Agreement
™ I do not accept the terms in the License Agreement

Advanced Installer

« Back I Mext = I Cancel

Figure 2.3.2: Installation screen 2.

il_‘,!‘l nFront Password Filter x64 Setup

Ready to Install
The Setup Wizard is ready to begin the nFront Password Filter x64 installation

Click “Install™ to begin the installation. If you want to review or change any of your
installation settings, dick "Back”™. Click "Cancel™ to exit the wizard.

Advanced Installer

< Back I Install I Cancel

Figure 2.3.3: Installation screen 3.

Copyright © 2011 nFront Security. All Rights Reserved.
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i'a‘!:“ nFront Password Filter x64 Setup

Installing nFront Password Filter x64

Please wait while the Setup Wizard installs nFront Password Filter x64. This may
take several minutes,

Status: Starting services

|

Advanced Installer

= Back [ext = I Cancel I

Figure 2.3.4: Installation screen 4.

i nFront Password Filter x64 Setup

Completing the nFront
Password Filter x64 Setup
Wizard

Click the "Finish™ button to exit the Setup Wizard.

= Bach I Finish I Zancel

Figure 2.3.5: Installation screen 5.

Copyright © 2011 nFront Security. All Rights Reserved.
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iz Installer Information X

You must restart your system for the configuration
| changes made to nFront Passward Filter k64 to take

effect. Clidk "Yes”™ to restart now or "Mo” if you plan to
manually restart later.

Yes Mo |

Figure 2.3.6: Installation screen 6.

You must restart for the operating system to load the password filter DLLs on boot. You can say
No to the optional restart and reboot at a later time.

2.4 Load the group policy template

The ADM template provides group policy settings to configure and register nFront Password

Filter. Choose the correct ADM template for the version you wish to test or deploy. On
domain controllers you will load nFront-Password-Filter-mpe.adm or nFront-Password-Filter-

spe.adm.

The ADM template adds a registry key (HKLM\Software\Policies\Altus\PassfiltProXXX where XXX
is the version) on all domain controllers and/or member servers and workstations.

Template Purpose

nFront-Password-Filter-mpe.adm Settings for nFront Password Filter
Multiple Policy Edition
nFront-Password-Filter-spe.adm Settings for nFront Password Filter SPE

for Domain Controllers
nFront-Password-Filter-spe-member-server.adm Settings for nFront Password Filter SPE
for Member Servers
nFront-Password-Filter-mpe-member-server.adm | Settings for nFront Password Filter MPE
for Member Servers
nFront-Password-Filter-de.adm Settings for nFront Password Filter
Desktop Edition

IMPORTANT NOTE: On domain controllers the nFront Password Filter GPO
should be created via ADUC or GPMC and li nked to the Domain Controllers
container. To distribute nFront Password Filter settings to member servers
and workstations, the member server and workstation template may be

loaded into a GPO thatis  linked to the OU containing the member servers or
works tations.

IMPORTANT NOTE: To deploy to a single member server (standalone or

domain member) you can use the local GPO editor, GPEDIT.MSC. Y ou can
use Start + Run and gpedit.msc + load the ADM template under Computer
Configuration + Administrative Templa tes.

Copyright © 2011 nFront Security. All Rights Reserved.
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2.4.1 Create a GPO via ADUC (Windows 2000/2003)

If you are running Windows 2008 or if you have loaded GPMC on Windows 2000/2003 skip to the
next section to see how to create a GPO using ADUC.

If you using the GPO to control nFront Password Filter on member servers or desktops you will
perform the same steps below. However, you will create and link the GPO on the OU containing
the member servers or desktops on which nFront Password Filter is installed.

Launch Active Directory Users and Computers (dsa.msc) for your Windows 2000 / 2003 domain.
Highlight the Domain Controllers container for your domain, right-click and choose Properties.
Select the Group Policy tab and click New. Give the new policy a name you will recognize like
AnFront dPdsdwcrr 3. 5.AQ &dit thépolgywyougustZreaded. This launches
the Group Policy Editor. In the Group Policy Editor, drill down to Computer Configuration +
Administrative Templates. Right-click Administrative Templates and choose Add/Remove
Templates (Figure 2.4.1.B). The Add/Remove Templates dialog box will appear (Figure 2.4.1.C).

Domain Controllers Properties ed |

Generall b anaged E!_I,II Ell:-iec:tl Sec:urit_l,ll COM+ Group Palicy |

To improve Group Policy management, upgrade to the Group Paolicy
tanagement Conzole [GPMC].

I
Curent Group Palicy Object Links for Domain Contrallers
Ll

Group Policy Object Links | Mo Overnide | Dizabled |
Default Domain Contrallers Policy
' word Filter 5.0

Group Policy Objects higher in the list have the highest prioriby.
Thiz lizt obtained frorm: DCS0.1ab5. nirontlabs local

New | agd. | Edt |

Up |
Options... | Delete... | Fropertie=s | [awr |

[ Block Palicy inheritance

k. I Cancel | Apply |

Figure 2.4.1.A: Creating a new GPO for nFront Password Filter.

Copyright © 2011 nFront Security. All Rights Reserved.
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_EE Computer Configuration
|:| Software Settings
D Windows Settings
Ea Administrative Templates
-] Windows Component: [ e
D Syskem

Select an item to view its descript

-] Metwaork All Tasks g
- [ Printers =] »
EI@ IJser Configuration
|:| Software Settings Export List...

Figure 2.4.1.B: Add ADM template to nFront Password Filter policy

Add/Remove Templates ied |

Current Palicy Templates:

_Jinetres J70EKE

|_] zyztem 1724KB  2A7/2007 4.04
|_] wmnplayer GBEKE 32572005 700 ..
|_] LA BAKE  8/6/2009 719 P

Add... Bemove

Figure 2.4.1.C: Add/Remove Templates dialog box

Click on A d d éo add the nFront-Password-Filter-mpe.adm template. You should see all nFront

Password Filter templates in the default c:\\windows\inf search folder. This example shows the

selection of nFront-Password-Filter-mpe.adm (Figure 2.4.1.D).

Copyright © 2011 nFront Security. All Rights Reserved.



nFront Password Filter Documentation

15

Look ir: IE}inf j J ? - '

21

E nFront-Password-Filker-client-options, adm
E nFront-Password-Filker-de, adm

. nFronk d-Filter-rnpe, adm
ﬂ nFronk-Password-Filker-mpe-member-server, adm
ﬂ nFronk-Password-Filker-spe, adm
ﬁ nFronk-Password-Filker-spe-merber-server, adm
Desktop #] system. adm
ﬂ windows, adm
‘ ﬂ winnk, adrm
ﬂ varnplayer . adm

My Documents -:‘] wa.adm

[

Kl

File narme: InFrDnt-Passwurd-Filter-mpe.adm j Open I
Fil=z of bupe: IF"DIiu:_I,I Templates j Cancel |
E

Figure 2.4.1.D: Add nFront-Password-Filter-mpe.adm template

Click on Close to complete the addition of the nFront-Password-Filter-mpe.adm template.

You

should now see a fniFMwlntti pPaoalsiscder ubderiAtnmindgsmatve f o

Templates (Figure 2.4.6). Please note the policy will appear under Classic Administrative

Templates in the GPMC Editor in Windows 2008 (Figure 2.4.6b). You can now proceed to the

next section to configure nFront Password Filter settings.
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i Group Policy Object Editor _ o] x|

File  Action  Wew Help

&= | BE B @

=¥ nFront Password Filker [DCS0.1abS . nfrontabs

EI@ Compuker Configurakion

[ Software Settings

-] Windows Settings

Ell:l Adminiskrative Templates
-] Windows Components
S krFront Password Filker - MP

-] System

-] Metwork

f[27] Printers

EI@ ser Configuration

1] Software Settings

-] Windows Settings

I:l Adminiskrative Templates

@ Password Palicy 2 Configuration
@ Passwiord Palicy 3 Configuration
@ Passwiord Palicy ¢ Configuration
@ Passwiord Palicy 5 Configuration
@ zeneral Configuration

@ Password Expiration Settings
@ nFront Password Filker Client

@ R.egistration

E

Setting | State |
@ Defaulk Password Policy Configuration Mok configured
@ Password Policy 1 Configuration ok configured

Mok configured
Mok configured
Mok configured
Mok configured
Mak configured
Mok configured
Mok configured
ok configured

_’I Extended ;K Standard f

Figure 2.4.1.E: nFront Password Filter MPE Settings on Windows 2003.

NOTE: BECAUSE OF REPLICATION, YOU ONLY NEED TO LOAD THE ADM TEMPLATE ON

ONE DOMAIN CONTROLLER

2.4.2 Create a GPO via GPMC (Windows 2008 or Windows 2000/2003 with GPMC)

If you using the GPO to control nFront Password Filter on member servers or desktops you will

perform the same steps below. However, you will create and link the GPO on the OU containing

the member servers or desktops on which nFront Password Filter is installed.

If you are running Windows 2008 or if you have loaded GPMC on Windows 2000/2003 you will

need to use GPMC to create the GPO. Start + Run + GPMC.MSC + expand the domain until you

see the Domain Controllers container +right-c | i ¢ k
Link it hereéebo.

E,_: Group Policy Management

Z, File Action View Window Help
&= | 7m 8 X E o HF

_=;-'£ Group Policy Management

Domain Controllers
= _'é'. Forest: lab10.nfrontabs. local

Linked Group Policy Objects |Gmup Polic

=} Group Policy Objec
% WMI Filters

= (55 Domains
= 3 lab10.nfrontlabs.local Link Order = | GPO
,jj' Default Domain Palicy 1 = Defaut Do
S Domain Controllers

Create a GPO in this domain, and Link it here...
Link an Existing GPO...

Figure 2.4.2.A: Creating a new GPO for nFront Password Filter.
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Give the GPO a clever name.

newspo x|

Mame:
In Front Password Filted

Source Startter GPO:

I (none) j
oK |  Cancel |

Figure 2.4.2.B: Naming the new GPO

The new GPO will appear on the right pane. Right-click and select Edit.

Domain Controllers
Linked Group Policy Objects IGmup Palicy Inheritance | Delegation |

Link Order = | GPD | Erforced | Link Enable
oz Default Domain Cort... Mo Yes

1
“ [ Front Password Filter

=

Enforced
v Link Enabled

Figure 2.4.2.C: Edit the new GPO

IMPORTANT NOTE: The GPO should always be linked to the Domain Controllers OU
(unless you are filtering local passwords on member servers or desktops) and you
should never edit the permissions on the GPO. You determine how policies apply
within the nFront settings and not via security permissions on the GPO.

In the Group Policy Management Editor, drill down to Computer Configuration + Policies +

Administrative Templates. Right-click Administrative Templates and choose Add/Remove
Templates. The Add/Remove Templates dialog box will appear.
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E Group Policy Management Editor

File Acton View Help

& |=|E= | HE

_EJ' nFront Passwaord Filter [CRASH.LAB10.MFROMTLAES | Name
= & Computer Configuration i Computer Configurg
= E P“_‘"'jES #%, User Configuration
| Software Settings
| Windows Settings
=R & dministrative Templates: Poli

= Control Panel Add/Remove Templates...

| Metwork Filter On
~| Printers Filter Options...

Figure 2.4.2.D: Add ADM template to nFront Password Filter policy

Click the Add button.

Add/Remove Templates il

Cument Policy Templates:

MName | Size | Maodified |

Add... I Hemowve Close

Figure 2.4.2.E: Add/Remove Templates dialog box

Select the correct template for the version you wish to install and click the Open button.
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H Policy Templates =|
o -
L\_/j ;\_) | . = Local Disk (C:) = Windows - inf - v [y | Search inf F=
Organize +  New folder = ~ i @
- H e
¢ Favorites Mame | Dlatel modified | Type _I
Bl Desktop . StarterGPOs 7f13/2009 10:37PM  File foldel
4 Downloads | TAPISRY 7/13/2009 10:41PM  File foldel
&l Recent Places
- | TermService 7f13/2009 10:41PM File folder
. N ) usbhub F/13/2009 10:41 PM File folde
=3l Libraries
3 Documents J Windows Workflow Foundation 3.0.0.0 1/31/2011 6:46 PM File folder
J‘- Music J WmispRpl 1/31/2011 7:42 PM File folder
k= Pictures |_| nFront-Password-Filter-dient-options. adm 2/15/2010 10:13PM  ADM File
B videos || nFront-Password-Filter-de.adm 2/15/2010 10:13PM  ADM File
. rd-Filter-mpe.adm 1/10/2011 3:11PM ADM File
M Computer
|_| nFront-Password-Filter-mpe-member-server.... 11/23/20109:22 AM  ADM File
.&"‘F Netwark || nFront-Password-Filter-spe.adm 2/15/2010 10: 13 PM ADM File
|_| nFront-Password-Filter-spe-member-server....  2/15/2010 10:13 PM ADM File "o |
1| | |
File name: InFru:unt—Passwu:urd—FiIter—mpe.adm j IPD“C}fTEr‘ﬁFﬂEtES j
Open I Cancel |
v
Figure 2.4.2.F: Select the correct template
Click on Close to complete the addition of the template. You should now see a fAnkFr

Fiterit MPEO f ol der under Classi(BDMAdmi ni strative
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Figure 2.4.2.G: Add/Remove Templates dialog box

NOTE: BECAUSE OF REPLICATION, YOU ONLY NEED TO LOAD THE ADM TEMPLATE ON
ONE DOMAIN CONTROLLER

2.5 Configure nFront Password Filter settings

See section 3.0 of this document.
2.6 Customize the dictionary.txt file (optional)

Perform this step only if you plan to use the dictionary checking feature and need to customize
the dictionary.txt file.

The installer copies the supplied dictionary.txt file to the %systemroot%\system32 directory on
each domain controller. nFront Password Filter uses this directory as the default location.
However, you can modify nFront Password Filter to read the dictionary from the Netlogon share.
If you modify the dictionary in the %systemroot%\sytem32 directory, please copy the modified file
to the system32 directory on all domain controllers. If using the dictionary.txt from the Netlogon
share, you simply modify the file directly from the Netlogon share. Once saved, the file will be
replicated among all domain controllers.

2.7 Optionally force immediate update of the group policy

Group policies update every 90 minutes plus or minus a 30 minute random offset for clients. The
Domain Controller policies replicate every 5 to 15 minutes. If you cannot wait five minutes or you
are testing in a lab environment and need immediate replication, open a command window and

type:

Windows 2000 :
secedit /refreshpolicy machine_policy
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