© 20007 2010 nFront Security.
All Rights Reserved.

nFront Security, the nFront Security logo and nFront
Password Filter are trademarks of Altus Network
Solutions, Inc. All other trademarks or registered
trademarks are the property of their respective owners.

Copyright © 2010 nFront Security. All Rights Reserved.

@ "Front Security

Where Security & Solutions Intersect™

nFront Password Filter

Multi-policy Edition
Single Policy Edition for Domain Controllers
Single Policy Edition for Member Servers
Desktop Edition

with Client Support

Version 4.16.1

Documentation



Contents

1.0 nFront Password Filter OVEIVIEW ..........eciiiiiiiiiiiiiiieee et e e e e e e s saebeeeeaae e e s ennees 2
IO =T 1T LR UTUURPTPPR 2
R VLY T O A o I N (V= RPN 2
1.3 NOES t0 EVAIUALOIS .....eeiiiiiii ittt ettt e e e e ettt e e e e e st e e e e e e e e s annnreeeeaaeeeas 3
1.4 OVEIVIEW Of FEAIUIES ....oiii ittt ettt e e e e e st e e e e e e e e s annbnreeeeaaee s 5

1.4.1 The logic behind multiple policies (MPE Version only) .........cccoocvvveiiiiiieiiiiiee e 5
1.4.2 The Message Box for Rejected PasSWOrdS ...........coouviieiiiiireiniiiie e 6
1.5 Information about your Evaluation COPY.........ccoiuuiiiiiiiiieiiiiiie et et e et e e seneee e 6
1.6 List of files included with nFront Password Filter..........ccccooviiiiiiiiiiin e 6
2.0 Installing NFront PassSWord FIlEr .........cooiiiiiiiiiiieee e 7
2.1 DEPIOYMENT RECIPE .. .euiiiiiiie e ettt et e e e e e e s e e e e e s s st e et e e e e s ssntaaaeeaeeeseaannsnreeees 7
2.2 Make sure you disable Windows password complexity if enabled ............ccccccceeeviiiiinnnnn. 7
2.3 Run nFront Password Filter INStaller............ocvviiiiiii e 8
2.4 Load the group POlICY tEMPIALE ......eveeeeeeiieieeeeeeeeeeee ettt e e eeeeeeeeeeeeeeeeeessesessseseseeerenene 11
2.5 Configure nFront Password Filter SENGS .......uuviviviiiiiiiiiieieeieeeeeeeeeeeeeeererereeereeseeeeeeeerennnes 15
2.6 Customize the dictionary.txt file (Optional) ...........ocoviiiiiiiiiii e 16
2.7 Optionally force immediate update of the group PoliCY ........cccveeiiiiiiiiiiiiiie e 16
2.8 Optionally deploy the nFront Password Filter Password Expiration Service (MPE Only) 16
3.0 Configuring NFront PassSWOrd FIlter ... e eeeesseeaaeaenes 19
3.1 Pre-Configuration CONSIAEIatiONS ..........ocuueiiiiiiiiieiiiee et 19
3.1 Navigate to nFront Password Filter SEtHNQS ........ooooiiiiiii s 19
3.2 Configure Registration POLICY ..........uuuuuuii s 20
3.3 Configure General Configuration POICY ...........cociiiiiiiiiiiii 20
3.4 Configure Default Password Policy Configuration ...........cccccooooiiiiiiiiiiiiieicccccccen 23
3.5 Configure Other Policies as Needed ... 33
3.6 Configure Password Expiration Settings (MPE ONlY) ... 35
3.6.1 Example AdmINIiStrative REPOIT........ccoiiuiiiiiiiiiiie e 38
3.6.2 Example EmMail t0 ENG-USEN: ......coouiiiiiiiiiiie ittt 39
3.7 Optionally configure nFront Password Filter Client POliCY ..........cccocvvveeiiiiiiiiiee s 39
3.8 Notes on the dictionary checking fEatures ... 39
3.9 Force immediate update of the group POLICY .......cccoiuiiiiiiiiiiiie e 40
4.0 Uninstallation INSTIUCTIONS ..oooiiiiiiiieeeie ettt e e e e e 41
4.1 Delete the nFront Password Filter GPO..........oouuiiiiiiie e 41
4.2 RUN UNINSTAIALION ...eiiiiiiiiieii ettt e e e e e e e e e 42

A B3 REDOOT ... e e aa e 43
4.4 Delete UNUSEA FlES......coi it a e e e e e e e 43

5.0 Verifying your Registration of nFront Password Filter ........cccccciiiiiiiiiieeeee 44

6.0 UPQGrade INSIIUCTIONS ....oiiiiiiiie ittt e et e e e bt e e e st b e e e s abbeeeeanes a7

AL aa] o1 X=T g aT=T = LA Lo o T © U T Yo L= P PPPPPPPRS 48

7.1 Windows 2000 ADSI Script to force users to change passwords ..........cccccovvveeeeiiiieeeennns 49

S JL0 I I o 10T o] =2] o To Yo ) {1 o Lo PSPPIt 50

S I @ .4 o 4 T = 1] o] =T 4 1S SRR 50
8.2 SaMPIE DEIDUQG FilE ....eeiiiiie e 51

9.0 The nFront Password Filter CHIENt ...........uviiiiie s r e nrerer e e e e 54

9.1 TECNNICAI OVEIVIEW......eeiiiiiii ettt et e e e et e e e e e e e et e e e e e e e e e e e e annbeeeeeas 57
0.0, 1 COMPONENES ...ttt s 57
9.1.1 Rules displayed by nFront Password Filter Client ..o 57
9.1.3 Multiple DOM@IN SUPPOIT ....cceiiiiiiieiiee ettt e e et e e e e e e et e e e e e e e e s e annbeaeeeaeeeaaannnes 58
9.1.4 Multiple Language SUPPOIT .........euteiiiiieaeiiitiee ettt e e e et e e e e e e s e sabbeaeeeaeeeaannees 58
9.1.5 GINA ChAINING ..eieiiteiiee ittt s bt e e s et e e s nnbb e e e s snneeee s 58
9.1.6 KNOWN LIMITALIONS ......eeiiiiiiiie e ieciiiiie et e e e s s s e e e e e e s s st eaeeaeeesssnnntnnnneaeeesnnnne 58

S 2 [ 1S3 = 11 = 11T o S 59
(S IR I OLo] 01T 11 ] =1 1T ] o ISP PRRTT 64

Copyright © 2010 nFront Security. All Rights Reserved.



Lo I I (0T o] 1=T o o) ] o SRR 68

Lo IR a1 1S3 = T Vo [ PSR 72
10.0 Purchase Information.......... 73
11.0 Support / Contact INTOrMatioN.......ccuviiiiie e s e e e e e e s nnnes 73

NOTE: Please report any problems with this document to
feedback@nFrontSecurity.com. Your feedback is important and we sincerely appreciate
your help.

Copyright © 2010 nFront Security. All Rights Reserved.



nFront Password Filter Documentation 2

1.0 nFront Password Filter Overview

nFront Password Filter is essentially a plug-in for the Windows operating system that gives you
the ability to define and enforce one or more very granular password policies. The policy settings
go beyond those provided with the standard operating system release and therefore allow you to
increase your network security.

Prior to August 2007 nFront Password Filter was sold as Passfilt Pro. Passfilt Pro was initially
released in June 2003.

1.1 yersions

A

1.2

nFront Password Filter MPE (Multi-Policy Edition). The MPE version allows you to
have up to 6 different password policies in a single domain. Each policy can apply to one
or more global or universal security groups. This is an ideal choice for those who want to
promote strong passwords but do not feel they can enforce very restrictive policies
across all user accounts. nFront Password Filter MPE can be used to apply reasonable
policies to most end-users and very restrictive policies against those higher privileged
accounts with access to more secure information.

nFront Password Filter SPE (Single Policy Edition). The SPE version contains a
single granular password policy that will be applied to all domain users.

nFront Password Filter Single Policy Edition for Member Servers. SPE for Member
Servers allows you to filter the passwords of local accounts on member servers. This
may be a good solution on servers like database servers or extranet servers where you
have many local accounts instead of the standard Administrator and guest account. This
version can be controlled via a GPO which is pushed to the member server or via a local
GPO.

nFront Password Filter Desktop Edition. This version filters the passwords of local
accounts on Windows 2000 and Windows XP desktops. While it is rare to have more
than the standard built-in accounts on desktops, this version will ensure any local account
is compliant with a granular password policy. This version can be controlled via a GPO
which is pushed to the workstation or via a local GPO.

Client Support. You can optionally deploy nFront Password Filter Client to your
Windows 2000 Pro and Windows XP Workstations. The client will provide password
policy rules and more detailed reasons for password change failure if the user attempts a
non-compliant password. The client also has the option of dynamically gauging the
strength of t he uAseftiissnriting therepsaa Betawersioth of the
nFront Password Filter Client for Windows Vista and Windows 7.

What 6s New

What is new in Version 4.16.x?

f
f

|l

A timer used to start the nFront Group Filter Server was modified

Uninstall of client was corrected to remove only the GinaDLL value under the winlogon
key.

Version 4.15.2 introduced a bug that resulted in processing of the Default Policy on
systems where the Default Policy was not enabled in the GPO. This has been corrected
such that only policies enabled in the GPO are processed.

System now correctly filters passwords when configured to read dictionary from netlogon
share. Version 4.15.1 introduced a bug that resulted in bypassing the filter when
configured to use the dictionary file from the netlogon share.

Copyright © 2010 nFront Security. All Rights Reserved.
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What is new in Version 4.15.x?

1 Atimer used to start the nFront Password Expiration Service was modified. The old timer
had a 32-bit resolution and would cycle through zero every 49 days and could result in a
missed run of the services.

1 The client setup program has been modified to detect the installation of other Gina based
systems on Windows XP clients, Citrix servers, etc. In release 4.14 the client did not
correctly handle the presence of another Gina and it resulted in the overwrite of the
GinaDLL value.

What is new in Version 4.14.x?
1 Greatly enhanced performance of the nFront Group Filter service on large networks.
1 New rule to reject a new password that matches an old password by more than X
characters. This feature only works if the password change is made using the nFront
Password Filter Client or nFront Web Password Change.

T A fix was implemented to correct the use of the 7
incorrectly identified any grasthepactvaiDorhanidomai n use
Users group and applied policies to all domain users instead of the group with the phrase
in the name.

1 A fix was implemented to correctly support the rule for specific special characters that are
allowed. Prior versions exhibited intermittent failures in policy processing when the rule
was applied.

1 Support for Windows 7 / Vista client (32-bit and 64-bit).

What is new in Version 4.13.x?
1 Client can now notify users at logon if their password will expire in XX days based on the

maximum password age within nFront policies.

Client now supports Spanish.

Client has been improved to accommodate gina chaining to other GINA DLLs on

Windows XP. Fault tolerance has been built in to avoid problems with other GINA DLL

files.

9 Client can be pointed to a specific DC for password expiration warnings, password rules
and password failure messages.

1 You can now set a maximum password age on the Default Password Policy and notify
users via email.

1 nFront Password Expiration Service has been fixed to work correctly on Windows 2008
R2.

1 nFront Password Expiration Service has been optimized to process policies with lower

max password age first and to notify users only once if they appear on multiple policies.

The most restrictive max password age applies.

All service files have been modified to allow for command-line install and uninstall.

More features were added to support a forthcoming monitoring utility.

f
f

1
1
For a more detailed version history see the Appendix for Detailed Version History.

1.3 Notes to Evaluators

A You need a Windows 2000 or Windows 2003 domain controller to test nFront Password
Filter MPE. A member server or workstation will only allow you to test the Default
Password Filter Configuration (i.e. a single policy with no exclusions).

A What do you wish to achieve with this software? Define you test scenarios and expected
output before you get started.

A Do you have a formal written password policy? If so, scan the group policy settings. If
you need assistance configuring the policies to enforce your written policy give us a call
at 1-800-676-1513 or 404-348-4678.

Copyright © 2010 nFront Security. All Rights Reserved.
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A Start simple and then progress until you have all of your policies defined. Once you have
a successful Default Policy, move to Policy 1, etc.
A You can use the command line and batch files to expedite your testing
Command line syntax to create 10,000 user accounts:
For /L %i IN (1,1,10000) DO net user test%2 valid_password /add
Command line syntax to change a password:

net user testl abc

You may wish to create a batch file and desktop shortcut to it for updating the group policies in
Windows 2000. Simply put the secedit syntax into a .bat or .cmd file.

secedit /refreshpolicy machine_policy

A Use Appendix A and B to help you with your policy design and to document the policies
as you test them. Also, make use of the troubleshooting guide in Section 9.0.

Copyright © 2010 nFront Security. All Rights Reserved.
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1.4 Overview of Features

nFront Password Filter includes the following policy settings. nFront Password Filter MPE has a
default policy and up to five additional policies. nFront Password Filter MPE policies can be
applied or excluded based on membership in global groups.

nFront Password Filter allows you to control the following for each policy:

A Minimum number of characters in password.

Maximum number of characters in password.

*Maximum password age

*Email users password expiration warnings.

***Reject a new password that matches the old password by more than X characters

Ensure passwords contain characters from a minimum number of the following four

categories: (1) numeric characters (2) upper case characters (3) lower case characters

(4) non-alphanumeric characters.

Minimum and maximum number of numeric characters (0-9)

Minimum and maximum number of upper case characters (A-Z)

Minimum and maximum number of lower case characters (a-z)

Minimum and maximum number of alpha characters (a-z or A-Z)

Minimum and maximum number of non-alpha characters

Minimum and maximum number of special (i.e. non-alphanumeric) characters

Minimum and maximum number of spaces.

Restrict Special character set to 12 or less specific special characters

Reject passwords containing vowels (a,e,i,o,u and y in upper or lower case)

Reject passwords with consecutive identical characters (e.g. aa, bb, etc.)

Reject passwords with 3 consecutive identical characters (e.g. aaa, bbb, etc.)

Reject non-ASCII characters (i.e. foreign language characters)

Reject passwords that begin with a number.

Reject passwords that end with a number.

Reject passwords that being with a special character.

Reject passwords that end with a special character.

Force passwords to contain a number in a specific position.

Force passwords to contain a special character in a specific position.

Reject passwords that do not contain a special character with the first X characters.

Reject passwords thatcontai n any portion of the wuserds full na

Reject passwords that contain the username within any portion of the password.

Check the userdés proposed new password against a

Search the dictionary looking for a case-insensitive exact match or a case-insensitive

substring match (i.e. dictionary word is found anywhere within the password).

** Apply the policy to multiple security groups or OUs. Nested groups are supported.

** Exclude multiple security groups or OUs from the policy. Nested groups are
supported.

A * Apply or exclude policy from users with non-expiring passwords.

> > > >

T To0 o o 3o B> B> 3> B I I I I I > > > B B B> 3 B

> >

** Only applies to MPE version.
*** Only works if the password change is made via the nFront Password Filter client or nFront
Web Password Change.

1.4.1 The logic behind multiple policies (MPE version only)

nFront Password Filter MPE provides a default policy and 5 others. You should use the default

policy to implement the most unrestrictive policy that will apply to all Domain Users. Certain

global groups can be excluded from the policy (like groups for service accounts). Use Policy 1,

Policy 2, etc. to implement more restrictive policies for IT staff, executives, financial staff, etc.

People with access to sensitive data and resources should have stronger passwords. Also, if you

are using a RADIUS server or Cisco LEAP authenticatic

Copyright © 2010 nFront Security. All Rights Reserved.
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are vulnerable to a dictionary or brute force attack. A dictionary check for those users would be
ideal.

The application of password filtering policies works just like permissions within the file system.

You first decide who gets the policy. Then you decided if any users who will get the policy should

be excluded. Remember this: AThe only time you need
that group are already included. o

If a user is a member of three groups and each has a different policy applied, the user must
select a password that complies with all three policies. You must take this into account with your
policy design.

1.4.2 The Message Box for Rejected Passwords

I f a user 6s pas snront Rhsswosd Fitteg, the wsdr wiltigetihg generic Windows
message box stating:

AYour password must be at | east X characters |l ong
previous X passwords. Please type a different password. Type a password that
meets these requirements in both text boxes. o0

This message is generated by the msgina.dll on each local client.
To present the user with a list of password policy rules and a better failure message,

consider deploying the optional nFront Password Filter Client to all Windows 2000 and
Windows XP workstations. Please reference Section 9 for more information.

1.5 Information about your Evaluation Copy.

The evaluation code is listed in the email you received after downloading the software.

The evaluation code unlocks the software until the expiration date. If you have not purchased
and registered your copy of nFront Password Filter, you should be aware of the following:
A AFTER THE EXPIRATION DATE ALL PASSWORD CHANGES WILL NOT BE
FILTERED.

A YOU CAN PURCHASE THE PRODUCT AND ENTER THE REGISTRATION
INFORMATION WITHOUT REBOOTING OR RE-LOADING THE DLL.

THE EVALUATION VERSION IS FULL FEATURED AND 100% OPERATIONAL UNTIL THE
EXPIRATION DATE.

1.6 List of files included with nFront Password Filter

Filename Purpose

nFront Password Filter X.XX.msi | Installation file. Contains ppro.dll, ppro-eng.dll, ADM
templates, dictionary file, group filter service file, password
policy service file and documentation.

nFront Password Filter Client Optional package for domain workstations.

X XX.msi

nFront Password Expiration Service to handle different password aging policies. To be

Service.msi installed on a single DC and only applies if using nFront
Password Filter MPE.

nFront Password Filter This document.

Documentation.pdf

Copyright © 2010 nFront Security. All Rights Reserved.
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2.0 Installing nFront Password Filter

IMPORTANT NOTE: If you are testing nFront Password Filter MPE you must load it on a domain
controller. The group filtering will not work if the software is installed on a workstation or member
server.

2.1 Deployment Recipe

For installations where nFront Password Filter will filter passwords of domain users in the AD,
here are the basic deployment steps you will follow to get nFront Password Filter into production.

1. Install nFront Password Filter on each domain controller. Reboot each DC during next
scheduled downtime window.

2. (OPTIONAL) If you plan to use the MPE version and want to set different password aging
intervals for different groups you must install the nFront Password Filter Password
Expiration Service on one or more domain controllers. It is only needed on 1 domain
controller but can be loaded on additional domain controllers for fault tolerance. The
installation does not require a reboot.

3. Load and configure nFront Password Filter GPO template but do not enter registration
code.

4. Make sure all domain controllers have been rebooted and are running nFront Password
Filter. You can check this with winmsd.exe + Software Configuration + Loaded Modules
and make sure ppro.dll is loaded.

5. On figo |l ivedo date, ent ernFronbhRasswoedd-ites GROa Withimn code i n
5 to 15 minutes the setting will replicate to all DCs and nFront Password Filter will start
filtering password changes based on your policy settings.

2.2 Make sure you disable Windows password complexity if enabled

If you nFront Password Filter settings will be less restrictive than the Microsoft complexity rules,
youshoulddi sabl e Mi cr o ilterfif yob Bavepeaabledit.oGederally, the Microsoft
password complexity is enabled by default on Windows Server 2003 but not on Windows 2000.

1. Start + Programs + Administrative Tools + Domain Security Policy + Security Settings +

Account Policies + Password Policy
2. Disable policyf or fAiPasswords must meet coZpl)h.exity require

Copyright © 2010 nFront Security. All Rights Reserved.
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i Default Domain Security Settings 3

File Action View Help

=10l x|

= | an X6 @

@ Security Settings A
E] @ Account Policies
29 Password Policy
l &E? Account Lockout Policy
e @ Kerberos Policy
Local Policies
-=e4 Event Log
{8 Restricted Groups
(L8 system Services
L8 Reqgistry =
{28 File System
Y wireless Network (IEEE 802.1:

I-'[:] Public Key Politl:ies 24
4 »

Policy / l Paolicy Setting

Enforce password history 12 passwords remembered
Maximum password age 30 days

Minimum password age 1 days

Minimum password length
$Password must meet comple

.Store passwords using reversible encryption

<

requirements

3 characters
Disabled
Disabled

|

Figure 2.2.1: Disabling Microsoft password complexity check

2.3 Run nFront Password Filter Installer

Double-click the nFront Password Filter.MSI file to run the installation wizard. You will see the
screens displayed in figures 2.3.1 through 2.3.6.

fig nFront Password Filter 4.03 - InstallShield Wizard

Welcome to the InstallShield Wizard for
nFront Password Filter 4.03

The InstallShield(R) Wizard will install nFront Password Filter
4.03 on your computer. To continue, click Mext,

WARNING: This program is protected by copyright law and

international treaties.

Cancel I

Figure 2.3.1: Installshield Wizard screen 1.

Copyright © 2010 nFront Security. All Rights Reserved.
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i nFront Password Filter 4.03 - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

SOFTWARE LICENSE AGREEMENT i’

THIS SOFTWARE LICENSE AGREEMENT (the “Agreement”)
entered into by and between Altus Network Solutions, Inc., a Georgla
corporation (the “Licensor™), and the undersigned customer (the
“Licensee”) determines the nights and licenses granted to the Licensee in the
Licensed Software (heremafter defined) supplied by the Licensor
hereunder.

" 1do not accept the terms in the license agreement

Installshield

< Back l Mext = I Cancel |

Figure 2.3.2: Installshield Wizard screen 2.

i nFront Password Filter 4.03 - InstallShield Wizard

Customer Information

Please enter your information.

User Name:
IAdmin

Organization:

Install this application for:

¢ anyone who uses this computer {all users)
" Only for me (Admin)

Installshield

< Back l Mext = I Cancel |

Figure 2.3.3: Installshield Wizard screen 3.

Copyright © 2010 nFront Security. All Rights Reserved.
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ii& nFront Password Filter 4.03 - InstallShield Wizard

Destination Folder
Click Mext to install to this folder, or click Change to install to a different Folder.

[rstallSrield:

Figure 2.3.4: Installshield Wizard screen 4.

j nFront Password Filter 4.03 - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

InstallShield:

Figure 2.3.5: Installshield Wizard screen 5.

Copyright © 2010 nFront Security. All Rights Reserved.
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: Y¥ou must restart your system for the configuration
\y changes made to nFront Password Filter 4.03 to take
effect, Click Yes to restart now or No if you plan to
restart later,

Figure 2.3.6: Installshield Wizard screen 6.

You must restart for the operating system to load the password filter DLLs on boot.

2.4 Load the group policy template

The ADM template provides group policy settings to configure and register nFront Password
Filter. Choose the correct ADM template for the version you wish to test or deploy. On
domain controllers you will load nFront-Password-Filter-MPE or nFront-Password-Filter-SPE. On
member servers you will load nFront-Password- Filter-SPE-MS. On Windows 2000 Professional
or Windows XP you will load nFront-Password- Filter-DE.adm

The ADM template adds a registry key (HKLM\Software\Policies\Altus\PassfiltProXXX where XXX
is the version) on all domain controllers and/or member servers and workstations.

Template " Purpose

nFront-Password-Filter-MPE.adm Settings for nFront Password Filter Multiple Policy
Edition

nFront-Password- Filter-SPE.adm Settings for nFront Password Filter SPE for Domain
Controllers

nFront-Password- Filter-SPE-MS.adm Settings for nFront Password Filter SPE for Member
Servers

nFront-Password- Filter-DE.adm Settings for nFront Password Filter Desktop Edition

IMPORTANT NOTE: On domain controllers the nFront Password Filter GPO should be
created via ADUC in the Domain Controllers container. To distribute nFront Password
Filter settings to member servers and workstations, the member server and workstation
template may be loaded into a GPO that is deployed against the OU containing the
member servers or workstations.

IMPORTANT NOTE: If you wish to test nFront Password Filter and load the ADM file
directly without any AD GPO interaction, you can use Start + Run and gpedit.msc + load
the ADM template under Computer Configuration + Administrative Templates.

If you are running Windows 2008 or if you have loaded GPMC on Windows 2000/2003 you will
need to use GPMC to create the GPO. Start + Run + GPMC.MSC + expand the domain until you
see the Domain Controllers container + right-click + select fiCreate and Link GPO Here.0 Then
edit the GPO, load the template and configure as instructed below. The GPO should always be
linked to the Domain Controllers OU and you should never edit the permissions on the GPO. You
determine how policies apply within the nFront settings and not via security permissions on the
GPO.

Copyright © 2010 nFront Security. All Rights Reserved.
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Launch Active Directory Users and Computers (dsa.msc) for your Windows 2000 / 2003 domain.
Highlight the Domain Controllers container for your domain, right-click and choose Properties.
Select the Group Policy tab and click New. Give the new policy a name you will recognize like

( F 2.4.1).rEelit the policy you just created. This launches the
Group Policy Editor. In the Group Policy Editor, drill down to Computer Configuration +
Administrative Templates. Right-click Administrative Templates and choose Add/Remove
Templates (Figure 2.4.2). The Add/Remove Templates dialog box will appear (Figure 2.4.3).

Domain Controllers Properties 3 21x|

General | Managed By | COM+ Group Policy I

Ta improve Group Policy management, uparade to the Group Policy
Management Console [GPMC).

Current Group Policy Object Links for Domain Controllers

I No Uverride] Disabled‘

Group Policy Objects higher in the list have the highest priority.
This list obtained from: w2k3dc1. altuslab2003.local

New | agd. | Edt | |

Options... I Delete... | Properties I Dowr |

™ Block Policy inheritance

| 0K I Cancel | Spply l

Figure 2.4.1: Creating a new policy for nFront Password Filter.

E] & Computer Configuration
R [ Software Settlngs
+ lj W d

Select an item to view

-] Windows | Sdd] lates...
(0 System g g >
- {7 Network o
. (L2 Printers Help
E] 5@ User Configuration
-] Software Settings

Figure 2.4.2: Add ADM template to nFront Password Filter policy
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Add/Remove Templates a ﬂ}]

Current Policy Templates:

Modiied

Name

_Jinetees

1678KB  3/25/20058:00 ...

‘_] system 1723KB  3/25/2006 8:00 ...
L] wmplayer BEKB  3/25/2005 8:00..
wuau 42KB  5/26/2005 4:16 ..

Add... I Remove I

Figure 2.4.3: Add/Remove Templates dialog box

Click on A d d éo add the nFront-Password-Filter-mpe.adm template. You should see all nFront
Password Filter templates in the default c:\windows\inf search folder. However, the templates are
also located in the installation directory (default installation directory is C:\Program Files\nFront

Password Filter). This example shows the selection of nFront-Password-Filter-mpe.adm (Figure
2.4.4),

Copyright © 2010 nFront Security. All Rights Reserved.
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Policy Templates

21x]

Look in: l = inf

£ € 1 = e

%] AER_1036.ADM
%] AER_1040.ADM
%] AER_1041.ADM
%) AER_1042.ADM
%] AER_2052.ADM
] AER_3082.4DM
ﬂ common. adm
i] conf.adm

3 inetcorp.adm
.':] inetres.adm
}_] inetset.adm
i] nFront-Password-Filter-client-options, adm
ﬂ nFront-Password-Filter-de. adm

[."i] nFront-Password-Filter-spe.adm

Kl

ﬂ nFront-Password-Filter-spe-ms.adm
E] system.adm

_."'_-] windows,adm

i] winnk.adm

}] wmplayer.adm

_-T::] wuau,adm

File name:

lnFront-Password-Filter-mpe. adm

Eil

2
| Open I

Files of type: IPoIicy Templates

Cancel I

Z

Z

Figure 2.4.4: Add nFront-Password-Filter-mpe.adm template

Click on Close to complete the addition of the nFront-Password-Filter-mpe.adm template. You

shoul d

n onfarons Ragswoad Filter i Multipo | i c y

Edi t i on onistratived e r

Templates (Figure 2.4.6). Please note the policy will appear under Classic Administrative

Templates in the GPMC Editor in Windows 2008 (Figure 2.4.6b). You can now proceed to the

next section to configure nFront Password Filter settings.
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'Tii Group Policy Object Editor B -10] x|

File Action View Help

&= | anm B 2

_‘:-j nFront Password Filter [w2k3dc1.altuslab2C | Setting | State |
E’@ Computer Configuration @ Default Password Policy Configuration Mot configured
D Software Settings @ Password Policy 1 Configuration Mot configured
D Windows Settings @ Password Policy 2 Configuration Mot configured
BD Administrative Templates % Password Policy 3 Configuration Mot configured
E_j indows Cponens {4 Password Palicy 4 Configuration Mot configured
g ystem @ Password Policy 5 Configuration Mot configured
: @ General Configuration Mot configured
-] Network : : ! ;
(@R Printers @ nFront Password Filter Client Mot configured
B @ User Configuration @ Reaqistration Mot configured

[:] Software Settings
-] Windows Settings
-] Administrative Templates

< | | X Extended  Standard /
| | |

Figure 2.4.6: nFront Password Filter MPE Settings on Windows 2003.

1=
File Acton View Help
e | HE= HElT
'=[ nFront Password Filter [DC20.lab2.nFrontiabs.local] P4 | | Setting | State |
B g Ct:)mputer Configuration |iz| Default Password Policy Configuration Enabled
2 = Pglides |iz| Password Policy 1 Configuration Not configured
B Software Settings \iz| Password Policy 2 Configuration Not configured
—1 Wi"c.b.“’s St.attings _ N |iz| Password Policy 3 Configuration Not configured
B = A_qmlnlstatlve Templates: Policy definitions == Password Policy 4 Configuration Not configured
j r(\:l::::rlkpanel |iz| Password Policy 5 Configuration Not configured
=0 Printers |iz| General Configuration Enabled
“] System || Password Expiration Settings Not configured
@ Windows Conponents |z nFront Password Filter Client Not configured
= ] Classic Administrative Templates (aDM)__| | (=) Redistration Enabled
g nFront Password Filter - MPE
[ All Settings
| Preferences A
<« | _’.l_l \ Extended >\ Standard /
|10 setting(s) | |

Figure 2.4.6b: nFront Password Filter MPE Settings on Windows 2008

NOTE: BECAUSE OF REPLICATION, YOU ONLY NEED TO LOAD THE ADM TEMPLATE ON
ONE DOMAIN CONTROLLER

2.5 Configure nFront Password Filter settings

See section 3.0 of this document.
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2.6 Customize the dictionary.txt file (optional)

Perform this step only if you plan to use the dictionary checking feature and need to customize
the dictionary.txt file.

The installer copies the supplied dictionary.txt file to the %systemroot%\system32 directory on
each domain controller. nFront Password Filter uses this directory as the default location.
However, you can modify nFront Password Filter to read the dictionary from the Netlogon share.
If you modify the dictionary in the %systemroot%\sytem32 directory, please copy the modified file
to the system32 directory on all domain controllers. If using the dictionary.txt from the Netlogon
share, you simply modify the file directly from the Netlogon share. Once saved, the file will be
replicated among all domain controllers.

2.7 Optionally force immediate update of the group policy

Group policies update every 90 minutes plus or minus a 30 minute random offset for clients. The
Domain Controller policies replicate every 5 to 15 minutes. If you cannot wait five minutes or you
are testing in a lab environment and need immediate replication, open a command window and

type:

Windows 2000 :
secedit /refreshpo licy machine_policy

Windows 2003 :
gpupdate /force

This will have the effect of immediately propagating our new policy settings throughout the
domain.

2.8 Optionally deploy the nFront Password Filter Password Expiration Service (MPE Only)

This should only be done if you are using nFront Password Filter MPE and plan to set different
password aging policies for different groups of users. For example, your domain-level password
aging policy may have users change passwords every 90 days. If you wish for Domain Admins
or other groups to change their passwords more often you can deploy this service.

We suggest nFronsRassword Filtedhlea iswor d Expiration Service. MSI 0
domain controller. The service is not CPU-intensive and by default only runs every two hours.

You can control the timing via the nFront Password Filter GPO (General Settings Policy). Setting

the service to run once every 24 hours would be fine.

2.8.1 Installation

Here are the steps:

1. | n s tnkrdnt PasBword Filter Passwor d Expiration Service. MSI O on t|
controller. On the fAigo |Iived date start the serv
Automatic. As soon as the service starts it will read through the nFront Password Filter
policies and fAexpiacmuntspreose pagsword age i$ avar thalimiy

set in nFront Password Filter.

By default the service runs every two hours. The service reads the password aging parameters
configured for nFront Password Filter and applies the aging policies to the user accounts targeted
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